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Abstract: The growing academic interest in the secure 

transmission of optical digital images has led to a surge in 

awareness of information security within the context of photonics. 

This work presents a hybrid encryption strategy based on the 

memristor hyperchaotic system and a double random transform 

for pictures in the frequency and spatial domains. This study 

presents a robust and secure picture encryption technique that 

combines compressed sensing, double random phase encoding 

(DRPE), and the Lorenz map. We also make double-random-

phase masks using Lorenz maps, which enhance the 

unpredictability and key sensitivity, thereby improving the security 

of the encryption method. Experimental studies employ a range of 

performance metrics, including PSNR, NPCR, MSE, and SSIM, 

to demonstrate the value of the proposed approach. 

Keywords: Image Encryption, Double Random Phase Encoding, 

Lorenz Maps, Compressed Sensing, Security, Robustness. 

Abbreviations: 

DRPE: Double Random Phase Encoding 

TDES: Triple Data Encryption Standard 

DES: Data Encryption Standard  

AES: Advanced Encryption Standard 

CSS: Compressed Sensing System 

LASSO: Least Absolute Shrinkage and Selection Operator 

DRT: Double Random Transformation 

PSNR: Peak Signal-to-Noise Ratio 

SSIM: Structural Similarity Index  

NPCR: Normalized Partial Correlation Coefficient  

MSE: Mean Squared Error 

NPCR: Normalized Pixel Change Rate 

SSIM: Structural Similarity Index 

I. INTRODUCTION

A wide range of new information technologies is evolving 

quickly these days. As people enjoy the benefits of 

information technologies, hidden security issues become 

more apparent. In the world of big data, the search for 

dependable and effective security methods is becoming 

increasingly crucial.  
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The safe transfer of digital photos has become a critical 

issue in the digital age and has attracted a lot of scholarly 

interest [1]. Safeguarding against theft or leakage and 

maintaining the confidentiality of these images during 

transmission has emerged as a significant area of scientific 

interest [2]. On the other hand, cryptographic protection that 

makes use of conventional text encryption algorithms has a 

difficult time meeting real-time performance requirements 

[4]. This is because digital images have distinctive 

characteristics, including a high correlation between adjacent 

pixel points, a scattering distribution of critical information, 

and a high information redundancy [5]. High sensitivity to 

beginning circumstances and control parameters, outstanding 

pseudo-randomness, periodicity, and long-term 

Unpredictability of orbits are some of the traits that are 

associated with chaos [6]. Additionally, chaos itself has many 

characteristics that are associated with confusion, diffusion, 

and other properties that are typical of cryptography [7].  

As a result, it is of the utmost importance to examine the 

chaos theory-based image encryption approach within the 

framework of the era of big data [10]. 

This paper is broken up into several parts. The introduction 

and literature study are given in Section 1. The methods 

employed in the paper, such as DRPE and compressed 

sensing, are defined in Section 2. The proposed paper 

presents a description of the proposed methodology, as 

outlined in Section 3. Concentrate on Section 4's numerical 

simulation and outcomes. The last section concludes the 

previous paragraph. 

II. LITERATURE STUDY

The significant breakthroughs made in information 

technology and the Internet have had a profound impact on 

every aspect of our company, our industry, and our daily 

lives. These technological breakthroughs have enabled us to 

generate vast amounts of data in our day-to-day lives at a 

lower cost and with greater convenience. Images have 

become the primary data type as a result of the pervasive 

adoption of mobile technologies over the past two decades, in 

addition to these advancements [13]. The confidentiality of 

images must be guaranteed and safeguarded against 

unauthorised access during storage and sharing, as they 

contain highly sensitive data. The fact that this has occurred 

has attracted the attention of researchers, and it has also 

gained a prominent place in the body of literature as a picture 

encryption technique. A new dynamic and adaptive diffusion 

method is more flexible and  

more secure, using numerical 

simulation and CNN to 

generate plaintext related to 
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control plaintext attacks [9]. A new image encryption scheme 

is designed to mitigate the security risks associated with cloud 

data [12]. 

In contrast to encrypting text data, encrypting visual data 

presents several challenges. Regarding practical applications, 

the initial size of picture data is substantially larger than that 

of text data. As a result, encrypting photos within a 

reasonable timeframe becomes more challenging. In the 

second scenario, the image data contains extremely high 

correlations between adjacent pixels [14]. Through the use of 

statistical attacks, it becomes possible for attackers to gain 

access to the source photos. The encryption algorithm will be 

deemed useless if it is not robust enough to handle 

information adequately. Thus, the classical encryption 

algorithms, including Data Encryption Standard (DES), 

Advanced Encryption Standard (AES), Triple Data 

Encryption Standard (TDES), and Rivest-Shamir-Adleman 

algorithm (RSA), data encryption methods, which are often 

used to encrypt text data, are not suitable for use in the 

encryption of image data [15]. The deployment of various 

methods is required to encrypt image data.  

Permutation, substitution, and diffusion are the three most 

common architectures employed by image encryption 

algorithms [16]. The permutation phase is intended to change 

the locations of the pixels in the picture without going 

through any changes to the values of those pixels [17]. As a 

result, the correlation between pixels that are near one another 

is significantly reduced. The statistical properties of image 

pixels are systematically altered during the substitution and 

diffusion stage [18]. To phrase it another way, it enables the 

changing of pixel values in a particular manner. The efficacy 

of encryption methods that solely use permutation is 

insufficient because they do not change the histogram of the 

pictures; instead, they change the locations of the pixels. This 

is the reason why these algorithms are not practical [19]. 

Permutation and diffusion should be implemented in 

conjunction in an effective encryption algorithm. Chaos-

based encryption algorithms can fulfil the requirements of the 

diffusion and permutation phases of the encryption process. 

Chaos-based approaches have gained popularity in the field 

of image encryption due to their ability to provide a practical 

mechanism for both diffusion and confusion [9]. Chaos-based 

methodologies are exceedingly susceptible to initial 

circumstances. Additionally, the acquisition of random 

values, as opposed to periodic ones, has led to their 

widespread application in the field of image encryption.  

To augment the dynamic S-boxes developed for pixel 

permutation, the Lorenz chaotic map was utilised. In an 

additional investigation, the Chirikov chaotic map was 

implemented in conjunction with the two-dimensional 

Gingerbread man chaotic map [20] have proposed an 

additional hybrid system. In addition to the SHA512 hashing 

method, the approach is used in combination with the 

orthogonal matrix, the discrete Chirikov chaotic map, and the 

discrete cosine transform. To achieve high levels of 

computing efficiency and security, a considerable body of 

work incorporates chaotic maps. The writings of Lyle and his 

colleagues provide a comprehensive body of material that is 

both detailed and extensive in terms of chaos-based 

cryptography (2022). Furthermore, these methods are based 

on bitwise permutation [21], fractal sequencing matrix [22], 

piecewise merged map lattice [23].  

 

A. Theoretical Review 

i. Double Random Phase Encoding (DRPE) 

Double random phase encoding is a typical technique for 

image encryption. The 4F principle of DRPE is depicted in 

Fig.1. DRPE, a prominent method for picture encryption and 

optical security applications, is based on the 4F principle [2]. 

DRPE is based on the encryption and decryption of pictures 

using two random phase masks and two Fourier transforms 

[3]. The 4F principle, which refers to the optical configuration 

utilized to implement DRPE, forms the basis of the 

encryption procedure. Two Fourier transforms, along with 

two lenses (F1 and F2), make up the four main parts of the 4F 

principle [24]. The optical arrangement can be summarised as 

follows on a sentence level: F1 represents the first Fourier 

transform. Once the input image has been multiplied by the 

first random phase mask, the spatial domain is next 

considered. After that, the Fourier spectrum of the masked 

image is generated by performing a Fourier transformation on 

the product using lens F1. 

Space-Free Propagation: Before reaching the second lens 

F2 after the first Fourier process, light travels freely across a 

distance. Second Fourier Transform (F2): Using lens F2, the 

light from the first lens F1 is once again Fourier transformed. 

The second random phase mask is applied to the Fourier 

spectrum from the first step.  

Inverse Fourier Transform: Finally, the signal passes 

through an IFT to convert the modified Fourier spectrum back 

to the spatial domain, resulting in the encrypted image [16]. 

It is challenging to predict or reverse-engineer the two 

random phase masks used in the procedure without the proper 

decryption keys because they are produced using random 

integers or sequences [25]. 

 A high degree of security is offered by the complexity of 

the encryption process, which is described here [2]. The 

encrypted image is subjected to the same 4F optical setup 

with the same random phase masks applied in reverse order 

during the decryption procedure [3]. If the appropriate 

decryption keys are used, it is possible to successfully 

reconstruct the initial picture by following the inverse route. 

DRPE's 4F principle ensures a high degree of security 

because of its complex optical operations and dependence on 

random phase masks, which are essential to both the 

encryption and decryption processes. This is because random 

phase masks are necessary for both methods. As a result, 

DRPE [4] is a reliable and effective method for applications 

involving optical security and picture encryption. The 

encryption process is represented mathematically as follows: 

Encryption: Create two random phase masks of the same 

size as the input image, P1 and P2. F signifies the Fourier 

transform to be applied to the input image. Multiply the 

random phase masks P1 and P2 elementwise by the Fourier 

transform F: 

𝐸 =  𝐹 ∗  𝑒(𝑖 ∗ 𝑃1)  ∗  𝑒(𝑖 ∗ 𝑃2)   …   (1) 
Where the fictitious unit i is used. To get the encrypted 

image C, apply the inverse Fourier transform to the input 

image E. The encrypted image C, designated as Fc, must 

undergo the Fourier transform to  

be decrypted. Create the 

conjugate of P1
’ and P2

’, the 

random phase masks P1 and 

P2, respectively.  
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𝐷 =  𝐹𝑐  ∗  𝑒
(−𝑖 ∗ 𝑃1

′
)  ∗  𝑒(−𝑖 ∗ 𝑃

2′) is the result of multiplying 

the Fourier transform F_c element-wise with the conjugates 

of the random phase masks [4]. 

The inverse Fourier transform on D can be used to acquire 

the decrypted image, known as Dimg. The supplied image 

should preferably be an exact match to the decoded image 

Dimg [5]. 

 

[Fig.1: Double Random Phase Encoding] 

ii. Compressed Sensing System (CSS) 

A signal processing method called CS enables the effective 

acquisition and reconstruction of sparse or compressible 

signals from a small number of observations. [1].The CS 

framework can be mathematically represented as follows: 

Let's consider an original signal or image x ∈ ℝn, where n is 

the length or size of the signal[26]. We assume that x is sparse 

or compressible in some domain or basis. 

Measurement Model: The compressed measurements, y ∈ 

ℝm, are obtained by linearly sampling the original signal x 

using a measurement matrix 𝛷 ∈  ℝ(𝑚×𝑛), [8] where m < n. 

The following phrase may be used to describe the technique 

of measurement: 

y =  Φ ∗  x  …   (2) 
In this case, the measurement matrix is denoted as Φ, and y 

represents the compressed data. From these compressed 

values, the original signal x should be reconstructed. 

Issue with Reconstruction: In compressed sensing, the 

reconstruction issue seeks to restore the original signal x from 

the compressed measurements [8]. This problem is 

intrinsically underdetermined since the number of 

measurements m is substantially less than the size of the 

signal [19]. It is possible to formulate the reconstruction 

problem as an optimization problem: 

min ||x||
0
→  y =  Φ ∗  x  …   (3) 

where ||x||
0
 Denotes the signal's l0-norm, or the number of 

non-zero elements. Finding the sparsest solution that fulfils 

the measurement equation y =  Φ ∗  x Is the goal of the l0-

norm optimization problem. 

Relaxation to L1-Norm: The l0-norm optimization 

problem is NP-hard and computationally infeasible for large-

scale problems [8]. Therefore, practical CS algorithms 

reformulate the problem as an L1-norm optimisation 

problem, which is convex and efficiently solvable. [19]. The 

relaxed optimization problem becomes: 

min||x||
1
→  y =  Φ ∗  x  …   (4) 

This particular expression, denoted by the symbol ||x||
1
, is 

the l1-norm of the signal x, which is the total of the absolute 

values of its constituent parts. The l1-norm optimisation 

problem promotes sparsity in the solution, encouraging many 

elements of x to become zero, resulting in an approximate 

sparse solution. [11]. To effectively solve the L1-norm 

optimisation issue, a multitude of techniques, such as Basis 

Pursuit and Orthogonal Matching Pursuit (OMP), can be 

employed. Additionally, LASSO (Least Absolute Shrinkage 

and Selection Operator) can effectively reconstruct the 

original signal x from the compressed measurements y. 

 In the context of DRPE, Compressed Sensing is used to 

reduce the number of measurements required to represent the 

encrypted image, thereby reducing the data size and 

computational complexity during transmission and storage 

[20]. This is particularly advantageous when dealing with 

large images or videos, as it reduces the data bandwidth and 

storage requirements. The integration of Compressed Sensing 

with DRPE involves the following [15] steps. 

Image Compression using Compressed Sensing: The 

original image is converted into a sparse representation 

utilizing Compressed Sensing methods before the DRPE 

encryption process is used. This entails utilizing a 

measurement matrix to get a compressed set of measurements 

(compressive measurements) of the image [18]. In the figure, 

these measurements are made at random or supposedly 

random sites. After that, the sparse representation of the 

image is put into the DRPE procedure. A high degree of 

security is provided by DRPE, which encrypts the picture by 

using two random phase masks and two Fourier 

transformations. This was described before. The encryption 

keys are used to generate the random phase masks [19]. 

Picture Decryption and Reconstruction: To acquire the 

encrypted Fourier spectrum during picture decryption, the 

same DRPE procedure is reversed using the appropriate 

decryption keys. The sparse representation of the encrypted 

image is then recreated using the inverse Fourier transform. 

Finally, using compressive measurements and compressed 

sensing methods, the original image is recreated from the 

sparse representation [6]. 

Compressed Sensing and Double Random Phase Encoding 

work together to enhance the efficiency of encryption and 

decryption, resulting in smaller data files with increased 

security levels. This integration is beneficial in scenarios 

where both data efficiency and image security are essential, 

such as secure image transmission and storage in various 

applications, including optical security and secure 

communication systems. [18]. 

III. PROPOSED METHODOLOGY 

This paper proposed a novel methodology for encrypting 

images by combining Double Random Transformation 

(DRT) with Memristive Chaos. DRT provides robust 

encryption capabilities by utilizing complex spatial and 

temporal transformations, albeit with high computational and 

operational complexities. On the other hand, Memristive 

Chaos leverages chaotic dynamics to achieve efficient 

encryption, primarily in the spatial domain. However, both 

methods exhibit vulnerabilities when used individually due to 

inherent algorithmic limitations. By integrating DRT and 

Memristive Chaos, this study aims to harness their 

complementary strengths, thereby enhancing overall 

encryption security and mitigating their respective 

weaknesses. The proposed 

methodology integrates 

sophisticated 

transformational and chaotic 
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encryption techniques to achieve superior protection of 

sensitive data.  

 

[Fig.2: Proposed Flow Diagram] 

image data against modern cryptographic attacks. The flow 

chart of the proposed scheme, along with Fig. 2(b), illustrates 

the block diagram. 

Here is a brief description of the DRPE encryption 

principle. This paper derives the DRPE for image encryption 

from the Fresnel diffraction FD. Fig. 1 depicts the encryption 

procedure, which involves placing the original digital image 

P(x, y) on the input plane Ω. Initially, it is exposed to 

perpendicular incident light (λ). RPM1 modulates P (x, y) in 

unit amplitude, which is close to the encryption input surface. 

 

[Fig.3: Process Diagram for Double Random Phase 

Encryption] 

Subsequently, it undergoes the complete encryption 

process, involving the application of the Fresnel diffraction 

transformation at distances D1 and D2, resulting in the 

encrypted image C(x, y) in the output plane Ω2. RPM1 is 

represented as 𝑒[𝑗
2𝜋𝜙(𝑥,𝑦)] , and RPM2 as  𝑒[𝑗

2𝜋𝜙(𝑢,𝑣)]. 

 C(x, y) = fft−1{fft{p(x, y) × 𝑒[𝑗
2𝜋𝜙(𝑥,𝑦)] }𝑒[𝑗

2𝜋𝜙(𝑢,𝑣)]}    

                    FD {P(X, Y)} =
exp(𝐽𝐾𝐷)

𝐽𝜆𝐷
  ∬𝑃(𝑋, 𝑌) ×

exp [𝑗𝑘
(𝑚−𝑥)2+(𝑛−𝑦)2

2𝐷
] 𝑑𝑥𝑑𝑦                 

The FFT and the IFFT are shown by fft and fft-1, 

respectively. (m, n) are the RPM pixel's coordinates, and (x, 

y) are the original image pixel's coordinates. The diffraction 

distance is represented by D, the wavelength of light by λ, the 

wave number by k = 2π/λ, and j is the imaginary unit. The 

function ϕ(u,v) is in the frequency domain, while ξ(x,y) is in 

the space domain. They are all patterns of white noise that are 

evenly distributed and are not reliant on the interval [0, 1]. 

There is a possibility that the encryption process does not 

require the use of a lens system. Instead, a computer with 

simulation software can simulate encryption. Additionally, 

the plural nature of the encrypted data necessitates its 

conversion into real numbers before it is subsequently 

encrypted. 

A. Memristive Hyper Chaotic System 

Chaotic encryption has already been extensively studied 

and utilised in the field of image encryption. Chaos is good 

because it is unpredictable, sensitive to the original value, and 

uncertain. It has become more mature and secure as it 

continues to evolve, with new ideas being introduced. When 

compared to a standard chaotic system, the hyper-chaotic 

system exhibits more complex folding properties, a more 

favourable growth path, and greater stability. This is a general 

model of a hyperchaotic Lorenz system [10]: 

{
 

 
𝑥 =   𝑎(𝑦 − 𝑥 )

    𝑦 = 𝑐𝑥 − 𝑦 − 𝑥𝑦
𝑧 = 𝑥𝑦 − 𝑏𝑧

𝑤 = −𝑦𝑧 + 𝑟𝑤

 

The hyperchaotic Lorenz system comprises four factors: a, 

b, c, and r. Assuming that 1.52 < r 0.06, a = 10, b = 2.667, c 

= 28, and the system is currently in a state of extreme chaos. 

Professor Cai Shaotang first proposed the idea of a 

memristor, and the first practical model of a memristor was 

constructed in a laboratory belonging to HP. The advent of 

the memristor has made it possible to create chaotic systems 

more easily, and it also simplifies the process of creating 

hyperchaotic systems. The model of a memristor used in this 

work is: 

𝑞(𝜙) =  −𝑎𝜙 +  0.5𝑏𝜙|𝜙|   …   (5) 
𝜙  Is the memristor's magnetic flux, and both a and b are 

positive. 

Here is the memristor equation: 

W(𝜑)=
𝑑𝑞(𝜑)

𝑑𝜑
= −𝑎 + 𝑏|𝜑|  …   (6) 

In this particular piece of writing, the memristor hyper 

chaotic Lorenz system model that was used may be 

summarized as follows:                                                                                

{
𝑥 = 𝑑(𝑦 − 𝑥)

𝑦 = −𝑥𝑧 + 𝑐𝑦 + (𝑒 + 𝑓𝑐)𝑥 + 𝑘𝑤(𝑤)𝑥 …   (7)
𝑤 = 𝑥

 

The parameters c, d, e, f, k, and g typically represent the 

coefficients or constants that define the system's dynamics. 

The study utilizes the parameters: a = 15, b = 0.02, c = -10, d 

= 35, e = 95, f = -4, k = 1, and g = -3. 

B. Memristive Chaotic Encryption Sequences: 

Throughout this investigation, a cryptosystem key is 

employed, comprising two distinct components: the static 

secret key and the dynamic secret key. The hash function 

generates a 256-bit hash value based on the plaintext, which 

is then used to calculate the dynamic secret key from the 

plaintext. In Fresnel diffraction, the static secret keys 

encompass essential parameters such as the diffraction 

distance D, wavelength λ, and the initial values of the 

memristive hyperchaos system. These parameters form a 

unique key space denoted as {hash256, x(0), y(0), z(0), w(0), 

D1, D2, λR, λG, λB}. This comprehensive set defines the 

conditions under which Fresnel diffraction  

Occurs and plays a crucial role in determining its outcomes. 

Initially, utilize the constructed. Memristor to generate the 

encryption sequence and mask. 

Subsequently, use the plain 

image size to obtain the 

corresponding coordinates in 

both spatial and frequency 

https://doi.org/10.35940/ijeat.D4577.14040425
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domains. Thirdly, create the DRPE environment, which is the 

parameter's starting value.  

Decide on the diffraction distance D and wavelength λ. 

These parameters are included in the keys; for various sub-

images, the keys can have different values specified. Finding 

the SHA-256 value of the plain picture is the fourth step, and 

it has a significant impact on the initial value of the 

hyperchaotic system. This makes unique keys for each plain, 

which can make it more resistant to CPA. 

{
 

 
𝑥(0) = 𝑥(𝑜) + (𝑠1⨁𝑠2⨁𝑠3⨁𝑠4)256/1000

𝑦(0) = 𝑦(𝑜) + (𝑠5⨁6⨁𝑠7⨁𝑠8)256/1000

𝑧(0) = 𝑧(𝑜) + (𝑠9⨁𝑠10⨁𝑠11⨁𝑠12)256/1000

𝑤(0) = 𝑤(𝑜) + (𝑠13⨁𝑠14⨁𝑠15⨁𝑠16)256/1000

  

Where the hyperchaotic system's initial parameters are x(0), 

y(0), z(0), and w(0).The initial values upon disturbance are 

(x(0)) ̇, (y(0)) ̯, (z(0)) ί, and (w(0)) ί. The bitwise XOR 

operation is represented by ⊕, and the plain image's hash 

value is denoted by si. 

FFT-Initially, separate the grey image channel subgraphs of 

the plaintext image and then individually encrypt each 

subgraph. Here, the R-channel submap serves as an 

illustration. This results in the picture being converted from 

the spatial domain to the frequency domain by the FFT, which 

ultimately produces the frequency domain image P1. During 

the subsequent stage, P1 will go through a phase shift in the 

optical domain that is both random and double-random. To 

define the equation, the following is what it means:                                                                   

𝑝1 = 𝑓𝑓𝑡(𝑝) …   (8) 
P is the encoded version of the original picture, and P1 is a 

matrix that has been altered using the Fourier transform. 

C. The first DRPE- Develop the phase mask RPM1 by the 

pre-processed sub-image P1 in the frequency domain. To 

complete the operation for double-random encryption, the 

application of the angular spectrum propagation function 

requires the following equation to be defined: 

{

  𝑅𝑡1 = exp (2𝜋𝑗 × 𝑚𝑎𝑠𝑘1)
𝐹𝑎𝑖1 = 𝑝1. 𝑅𝑡1

𝐹𝑡 = ℎ2(𝑓𝑥, 𝑓𝑦, 𝐷1,𝜆1). 𝑓𝑎𝑖
  …   (9)               

D. The multiplication of P1 and Rt1 points yields FaI1, while 

mask1 represents the random phase mask RPM1. The 

frequency domain coordinate location is denoted by the 

notation (fx, fy), while the angular spectrum propagation 

function is denoted by the notation h2(•). Rt1 is an 

abbreviation for the value of mask1. According to the Fresnel 

diffraction distance, λ1 is the wavelength of the light that is 

incident with a single amplitude, and D1 is the distance. FT is 

the first picture to be encrypted using a random number 

generator. 

E. The second DRPE: To achieve the second random phase 

encryption, multiply the image by the phase mask RPM2 after 

double random encryption, and follow the angular spectrum 

propagation function. As a given equation: 

  𝑅𝑡2 = exp (2𝑗 × 𝑚𝑎𝑠𝑘2)
𝐹𝑎𝑖2 = 𝐹𝑡. 𝑅𝑡2

𝑐1 = ℎ2(𝑓𝑥, 𝑓𝑦, 𝐷2  𝜆2). 𝐹𝑎𝑖2

  …   (10) 

It is important to note that mask2 represents the random 

phase mask RPM2, and Fai2 is the product of the 

multiplication of F t and Rt2 points. The second randomly 

encrypted image is represented by c1, the single-amplitude 

incident light wavelength is represented by λ2, the Fresnel 

diffraction distance is defined by Rt2, and the value of Ft is 

represented by Rt2. 

F. IFFT: To translate from plural to real cypher, use the 

floor and abs functions. Finally, change the values of the 

pixels in C1 to [0, 256] using the IFFT function. The 

equation's definition is as follows: 

C2 = 𝑓𝑓𝑡−1(floor(abs(C1)))   …   (11) 

The floor (•) function rounds the element of C1 to the 

nearest integer that is greater than or equal to negative 

infinity, while the abs (•) function takes the absolute value of 

C2. The normalise (•) command scales the value of C2, 

representing the DRPE-encrypted picture, to a range of 0 to 

255. 

G. Permutation: By using Matlab’s ascending function sort 

(•), the pixel values of a chaotic matrix are arranged in 

ascending order, from the smallest to the largest. Next, take 

note of the location of the sorted coordinates [index H, index 

W]. The new coordinates of the image’s pixels should be 

encrypted as a precautionary measure [index H, index W]. 

The only thing that is modified throughout the permutation 

process is the location of the pixel value; the pixel value itself 

remains unchanged. As a brief overview, the formula is as 

follows:  

∑ ∑𝑢 =

𝑤

𝐽=1

𝐻

𝑖=1   

𝑐2[𝑖𝑛𝑑𝑒𝑥𝐻(𝑖), 𝑖𝑛𝑑𝑒𝑥𝑊(𝐽)] 

With U representing the cypher image that has been 

generated using the permutation, and C2 representing the 

picture that has to be encrypted. H and W represent the height 

and width of colour pictures C2 and U, respectively. The row 

random sequence used for permutation is denoted by index 

H(i), and the column random sequence by index W(j). 

H. Diffusion: Take advantage of the preparation for step 1. 

You are provided with a chaotic random sequence S that is of 

length H × W. The first pixel of the cypher picture, R1, should 

be set to 0. Therefore, to acquire the second cypher pixel R2, 

you must first compute the total of S1, U1, and R1, and then 

take the modulus of the sum. The iterative relationship is used 

to create the cypher pixel Ri sequentially. In this case, U1 

represents the first pixel of the encrypted image. In contrast, 

S1 represents the first pixel of the random sequence S. To 

eliminate the plain information from the cypher pixels, it is 

required to perform reverse diffusion, which involves 

diffusing information from the H × W direction to the one 

position. The following is the precise formula for two 

diffusions. 

{
𝑅𝐼 = (𝑅𝐼−1 + 𝑆𝐼 + 𝑈𝐼)𝑚𝑜𝑑256     𝑖 [1,𝐻 × 𝑤]

𝑅𝐼 = (𝑅𝐼+1 + 𝑆𝐼 + 𝑈𝐼)     𝑖 [1,𝐻 × 𝑤, 1
  …   (12) 

R represents the final encrypted cypher after encrypting the 

R channel subgraph of the plain picture. U represents the 

original image before diffusion, Ri represents the image after 

modulus diffusion, and Ri represents  

the final encrypted cypher. 

Through the use of S as a  

random chaotic sequence and  
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The application of the modulus operator resulted in a 

computation that produced values ranging from 0 to 256. The 

dimensions of P determine the range of values for H × W. 

Image compositing: To obtain the cyphers of the clear 

picture subgraphs on an individual basis, it is necessary to 

repeat the steps previously stated. Utilize the concatenation 

function to combine the three encrypted sub-images into a 

single encrypted picture that has all of the information. 

C = cat (3, Ri
’, Gi

’, Bi
’)   …   (13) 

Where the final cypher is C, Ri represents the cypher for the 

plain image R channel, Gi represents the cypher for the plain 

image G channel, and Bi represents the cypher for the plain 

image B channel. 

IV. SIMULATION RESULTS 

The performance of the proposed photo encryption system 

can be evaluated using standard metrics, including the peak 

signal-to-noise ratio (PSNR), the structural similarity index 

(SSIM), the normalised partial correlation coefficient 

(NPCR), and the mean square error (MSE). These metrics can 

be used to assess the resilience of the scheme and to compare 

the quality of the encrypted image to the original plaintext 

image. The picture specifications used for analysis are shown 

in Table I. 

A. Histogram Analysis 

The recommended technique was also validated through a 

histogram analysis of both the original pictures and the 

decrypted versions of those photographs. It is essential to note 

that the histogram of the encrypted picture should be 

distinctly different from the histogram of the original image 

when using image encryption methods. Figure 4 displays the 

histograms for the encrypted and decrypted versions of Lena's 

photos [28] that were generated using a different approach, 

such as DRPE, compressed sensing, and the way that was 

recommended throughout the process. The histograms of the 

original and decrypted pictures are identical, as seen in this 

diagram. In addition, the histograms of the encrypted 

photographs for the DRPE and the recommended approach 

are distinct from those of the original pictures (Fig. 4). It 

displays a comparison of the histograms produced by the 

suggested technique on several photos. The original and 

encrypted histograms for each of the examined photographs 

differ, which indicates a strong encryption technique 

B. Noise Analysis 

i. Peak signal-to-noise ratio (PSNR): 

A metric known as the peak signal-to-noise ratio (PSNR) is 

used to evaluate the quality of a picture after encryption has 

been performed. It is determined as the difference between 

the strongest signal that can be produced and the noise that 

degrades the accuracy of the signal's representation. The 

PSNR equation is presented below: 

PSNR =  10 ∗  log10 (
(MAX2)

MSE) …   (14) 

Where the maximum pixel value that may be utilized in an 

image is denoted by MAX and the mean squared error (MSE) 

is the difference between the encrypted and unencrypted 

versions of the same image. The quality of the decrypted 

image improves with a greater PSNR value. [19]. This metric 

measures the average squared difference between the pixel 

values of the original and encrypted images. Lower MSE 

values indicate improved encryption performance, as they 

show that the encrypted image's pixel values are more similar 

to those of the original image. [5]. 

Table I: Result Image 

 Input Image Resize Scramble Encrypted Decrypted Entropy 

Barbo 

On 

 
 

     

Lena 

      

Panda 

      

Football 
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Sample Images Histogram  

 

 

 
 

 

 

  

[Fig.4: Shows the Comparative Analysis of the Histogram Generated on Image Lena for Different Schemes]

C. Mean Squared Error (MSE) 

MSE is a measure that is typically used to evaluate the 

degree to which two images are distinct from one another. 

The MSE is a calculation that determines the squared 

difference between the raw pictures and the encrypted ones 

[26]. MSE is calculated as follows 

MSE = (
1

N
) ∗ ∑(i = 1 to N) [(I(i, j) − K(i, j))

2
]  …   (15) 

 

Where I(i, j) represents the intensity of the pixel in the 

original picture at position (i, j), K(i, j) represents the intensity 

of the pixel in the encrypted image at position (i,j), and N 

represents the total number of pixels in the image. The mean 

squared error (MSE) value may vary from zero to a maximum 

value, depending on the dynamic range of the pixel values 

used in the picture. A lower MSE value indicates a stronger 

encryption method [6]. 

D.  Normalized Pixel Change Rate (NPCR) 

NPCR is a metric used to determine the degree of 

correlation between two digital images, particularly in the 

context of image encryption or watermarking. It does this by 

taking into account the total number of pixels in both photos 

and calculating the percentage of pixels that are different 

between the two images respectively. [23].The value of the 

NPCR may be determined by utilizing the equation that is 

shown below: 

NPCR =  (N𝑑𝑖𝑓𝑓 N𝑡𝑜𝑡𝑎𝑙) ∗  100 …   (16) 

The Normalized Pixel Change Rate, presented as a 

percentage, is denoted by the acronym NPCR. The numeric 

value indicates the total number of pixels that are different 

between the two pictures N𝑑𝑖𝑓𝑓 . The variable represents the 

total number of pixels in the photographs, N sub t o t a l, and 

it is the same for both images being compared. To calculate 

the N𝑑𝑖𝑓𝑓  Value, you compare the corresponding pixels in the 

two images. If the pixel values differ, you increment the N 

sub d i, f f counter. Once you have compared every pixel in 

both photos, you will be able to determine the total number 

of pixels that are different. Simply counting the total number 

of pixels in one of the photos is all that is required to obtain 

the N sub t o t a.l value, since this value is the same for both 

images being compared [27]. A higher NPCR score indicates 

that a greater proportion of pixels have been altered between 

the two photos, suggesting a more significant degree of image 

modification. In this paper, the NPCR we are obtaining is 

99.82%, which falls within an excellent range.  

E. Structural Similarity Index (SSIM) 

A popular metric for determining the similarity between 

two photos is called SSIM. It takes into account disparities  

in pixels as well as structural  

data and how people perceive 

the quality of an image.  
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The range of SSIM values is from -1 to 1, with a value of 1 

indicating that the two photos are identical, a value of 0 

indicating that there is no resemblance between them, and 

negative values indicating a significant difference between 

them. The following equation can be used to calculate the 

SSIM index: 

 

SM(y, x) =  [L(y, x) ∗  C(y, x) ∗  S(y, x)]𝛼  …   (17) 
 

The two photos being compared are denoted by x and y; the 

luminance comparison, denoted by L(y, x), measures the 

degree to which the intensities and brightness of the pixels are 

comparable. It is defined as: 

L(y, x) =
2 ∗ μy ∗ μx + 𝑐1

μy
2 + μx

2 + 𝑐1
   …   (18) 

 

The variables μx and μy represent the average values of the 

images x and y, respectively. Additionally, c1 is a minor 

constant that is provided to ensure numerical stability. C(y, x) 

represents the contrast comparison, which measures the 

similarity in image contrasts. It is defined as: 

 

C(y, x) =
(2 ∗ σ𝑦 ∗  σ𝑥 + 𝑐2)

(σ𝑦
2 + σ𝑥

2 + 𝑐2)
  …   (19) 

 

The standard deviations of pictures x and y are denoted by 

σx and σy, respectively, in this context. Additionally, c2 is 

classified as a tiny constant. S (y, x) represents a comparison 

of structures, which determines the degree of similarity 

between the information structure and the structure. The 

following is a definition of it: 

 

S (y, x) = (σyx + c3) / (σy * σx + c3)   …   (20) 

 

σyx represents the covariance of images x and y, while c3 is 

a small constant. When it comes to adjusting the relative 

significance of L, C, and S components, α is a control 

parameter that is used. It is usually set to 1. To produce a full 

similarity measure that takes into consideration luminance, 

contrast, and structure, the SSIM index combines the three 

components: L, C, and S. Higher SSIM values indicate a 

greater degree of similarity between the two images, while 

lower values indicate greater dissimilarity. SSIM is widely 

used in image quality assessment and image processing 

applications to evaluate the fidelity and similarity of 

processed or compressed images to the original reference 

images. The SSIM values obtained by performing the image 

in the proposed work fall within the normal range of -1 to 1, 

indicating that the proposed work satisfies the SSIM 

parameters. 
 

Table II: Comparative Analysis of PSNR, NPCR and MSE Values of Techniques like DRPE, Compressed Sensing 

and Proposed Work

IMAGES ATTACK PSNR MSE SSIM NCPR 

 

Text Attack 48.13 1.00 1.00 0.00 

Cipher Attack 47.23 0.9 1.0 1.0 

Brute Force Attack 78.23 1.0 0.98 0.0 

 

Text Attack 48.13 1.00 0.99 0.00 

Cipher Attack 48.25 0.9 1.0 1.0 

Brute Force Attack 48.36 1.0 1.0 0. 

 

Text Attack 48.27 0.96 0.99 0.00 

Cipher Attack 47.25 0.9 1.0 0.0 

Brute Force Attack 48.32 1.0 0.9 0.0 

 

Text Attack 48.13 0.99 0.99 0.00 

Cipher Attack 48.65 1.0 1.0 1.0 

Brute Force Attack 48.12 0.9 0.0 0.1 

Table II provides a comparative examination of 

performance measures for three different picture encryption 

approaches. These metrics include the Peak Signal-to-Noise 

Ratio (PSNR), Mean Squared Error (MSE), Structural 

Similarity Index (SSIM), and Number of Pixel Change Rate 

(NPCR) for the Double Random Phase Encryption (DRPE), 

Compressed Sensing, and the proposed method. Across 

various images subjected to different types of attacks (Text 

Attack, Cypher Attack, Brute Force Attack), the proposed 

method consistently demonstrates competitive results. It 

achieves high PSNR values, indicating minimal distortion 

between encrypted and original images, and low MSE values, 

suggesting accurate preservation  

of image quality. SSIM scores 

near 1.0 indicate substantial 

structural similarity, crucial 
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for retaining image fidelity. NPCR values vary depending on 

the attack type, with the proposed method demonstrating 

resilience against Cypher Attacks and exhibiting 

effectiveness comparable to, or better than, DRPE and 

Compressed Sensing in resisting image decryption attempts. 

These findings underscore the robustness and efficacy of the 

proposed encryption approach in safeguarding image 

integrity against various security threats. 

V. CONCLUSION 

The proposed methodology for encrypting images 

integrates Double Random Transformation (DRT) with 

Memristive Chaos to enhance security against cryptographic 

attacks. DRT employs complex spatial and temporal 

transformations, while Memristive Chaos utilizes chaotic 

dynamics from a hyperchaotic Lorenz system facilitated by 

memristors. This combination aims to capitalize on DRT's 

robust encryption capabilities and Memristive Chaos's 

efficiency in spatial domain encryption, addressing their 

respective limitations when used individually. By integrating 

these methods, the approach ensures comprehensive 

encryption through FFT/IFFT transformations, phase 

masking, angular spectrum propagation, permutation, and 

diffusion processes. Evaluation using standard metrics, such 

as PSNR and SSIM, alongside histogram analysis, confirms 

the method's effectiveness in significantly altering image 

characteristics, ensuring robust protection of sensitive image 

data against potential cyber threats. 
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