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Abstract: Many different checks, rules, processes, and 
technologies work together to keep cloud-based applications and 
infrastructure safe and secure against cyberattacks. Data security, 
customer privacy, regulatory enforcement, and device and user 
authentication regulations are all protected by these safety 
measures. Insecure Access Points, DDoS Attacks, Data Breach 
and Data Loss are the most pressing issues in cloud security. In 
the cloud computing context, researchers looked at several 
methods for detecting intrusions. Cloud security best practises 
such as host & middleware security, infrastructure and 
virtualization security, and application system & data security 
make up the bulk of these approaches, which are based on more 
traditional means of detecting abuse and anomalies. Machine 
Learning-based strategies for securing cloud infrastructure are 
the topic of this work, and ongoing research comprises research 
issues. There are a number of unresolved issues that will be 
addressed in the future. 

Keywords: Cloud Computing, Anomaly Detection, Machine 
Learning Approaches, Supervised Learning and 
Unsupervised-Learning.  

I. INTRODUCTION 

Data storage on the cloud has grown in popularity in recent 

years. These servers are very popular because of their 
flexibility and cost-effectiveness. High storage capacity is 
also employed in non-conventional areas, such as social 
networking and online gaming. [1] Cloud security market will 
reach $12.64 billion by 2024, because to the increasing usage 
of large data capacity cloud services and constrained 
cyber-attack advancements. Products and solutions that 
concentrate on enforcement, administration, and data security 
are possible. As predicted by Gartner, the corporation is 
expected to be responsible for 95% of cloud security 
breaches. According to industry estimates, 70% of all 
businesses use the cloud, which means cloud security threats 
should be a concern for every business. Cloud computing, like 
many other types of technology resources, has provided 
several benefits. As an example, it allowed for the storage of a 
large amount of data and various resources. As a result, 
service costs were reduced by dispersing resources across a 
large number of consumers. There are several advantages to 
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using the cloud for IT management, such as the ability to 
access it from any location, the ability to customize it, and the 
ability to save money. In order to ensure the tools' 
dependability and efficiency, a secure platform is required 
[2]. But as more vital applications are moved to the cloud, 
privacy and software protection concerns are becoming 
increasingly prevalent. In recent years, security researchers 
have been concentrating their efforts mostly on this. This 
bundle includes protection for the network, software, and data 
storage. The NIST defines cloud computing as follows: 
(National Institute of Standards and Technology), "a concept 
for providing simple, resource pooling, ubiquitous, 
on-demand access which may be readily offered with diverse 
forms of service provider interaction."[3] Consumers are 
charged only for the resources they use in cloud computing, 
which is referred to as Pay as You Go (PAYG). 
Pay-as-you-go (PAYG) models allow customers to customize 
their own software, storage, computing resources, and 
development platforms. Due to the above-mentioned 
advantages, the scientific community has attempted to 
construct a state-of-the-art idea [4]. A specific cloud 
environment has been defined primarily with its scale, 
ownership, and accessibility in the cloud development model, 
which includes cloud computing. It is true that cloud 
computing is made possible by the sharing of resources 
amongst individual users and local servers. As the cloud's 
functionality and presence increase, so does the deployment 
model's impact. There are three types of cloud 
implementation models: hybrid, private, and public [5]. As 
the impact of networks on our everyday lives grows, so does 
the importance of cybersecurity research for the models 
described above. Antivirus software, Intrusion Detection 
Systems (IDSs), and firewalls are some of the most important 
components of cyber-security technology. These strategies 
protect networks from both internal and external attacks. As a 
security tool that monitors network-based software and 
hardware conditions, an IDS is of course a kind of detection 
strategy. There are a number of fully-fledged IDS products on 
the market. A lot of IDSs are still plagued by a high rate of 
false alert, which causes security analysts to be overworked 
and may lead to a serious case of neglect. As a result, several 
scientists have worked to improve the detection rates of IDSs 
while also reducing the number of false alerts. Unknown 
assaults are another problem with existing IDSs. Because of 
the frequent changes in network circumstances, new attack 
types and risks are always emerging. Because of this, it is able 
to discover previously unknown incursions. In order to 
address these problems, researchers have been focusing on 
the development of IDSs using machine learning 
methodologies. 
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 ML is a kind of artificial intelligence that can automatically 
identify important information from a large dataset [6].  
Machine learning algorithms have enough generalisations to 
detect fluctuations in intrusions and new incursions when 
given enough training data. IDS powered by machine learning 
may be able to identify threats to a satisfactory degree. To 
further simplify the design and construction process, machine 
learning-based IDS don't need a great deal of domain 
expertise. Machine learning-based IDSs have already been 
offered, and this study attempts to identify and recapture 
them, as well as highlight the most important principles on the 
use of machine learning in security challenges. This analysis 
relies on papers produced between 2015 and 2019 to show 
how far we've come in recent years. Machine learning 
strategies would have been used by researchers in previous 
surveys [7, 8]. For the most part, these surveys are intended to 
be used by academics interested in machine learning to 
construct IDS-based algorithms. In contrast, this form of 
taxonomy approach focuses on specific implementation 
technologies rather than cybersecurity challenges. Thus, the 
surveys do not specifically address how machine learning 
might be used to tackle challenges in the IDS area. To deal 
with the issue, we suggest a new IDS taxonomy and include 
relevant papers using this taxonomy. In this work, we address 
the shortcomings of previous surveys and suggest a thorough 
examination of the IDS detection mechanism. ' In addition, 
provide a thorough discussion of threat models, attacks, and 
IDS techniques in the cloud environment. Here are some of 
our most significant contributions. Study the different types of 
cloud security issues and how they can be resolved. 
. Describe the Cloud-Based IDS Classification System 
taxonomy in detail. 
. A thorough examination of the most popular Machine 
Learning Algorithms in IDS. 
. Research on computer IDS training and challenges.  
Cloud-based IDS and machine learning algorithms-based IDS 
are discussed in sections 3 and 4 of this paper. 
This section covers the studies on machine learning-based 
IDS, Cloud Security challenges, and the final section sums up 
the papers in question. 

II. CLOUD SECURITY ISSUES AND CATEGORIES 

Cloud security protects all computer levels in both public and 
private cloud computing environments. In addition to the 
application layer, cloud applications are protected by SaaS, 
PaaS, IaaS, and cloud application security.  

 
As part of this work, we're going to look at the current cloud 
security issues and the most advanced cloud security solution. 
28 security risks (Table 2) are listed in the article and 

discriminated into 5 categories (Table 1). In addition, the 
most up-to-date defenses and reactions may be compared. 
These five-cloud computing safety-related issues are 
summarized in Table 1 (see below). Small groups and just 
some of the four categories of cloud security vulnerabilities 
are classified using a same manner in [9,10]. 
Category 1: Regulators and organisations that define cloud 
security policy are included in the Security Standards 
category. It necessitates service level agreements, audits, and 
other agreements between consumers, service providers, and 
other stakeholders. 
Category 2: Consumers use this information to choose which 
network they should use for cloud computing. It has web 
browsers, network connections, and data sharing capabilities 
that are enabled by registering. 
Category3: User-driven access control is concerned with 
defining, authenticating, and approving access to resources. 
Category 4: SaaS, PaaS, as well as IaaS-related Cloud 
Infrastructure groups focus on security issues, and this is 
especially true in the virtual environment.  
Category 5: Data integrity & privacy are part of the data 
group. 

Table 1. Cloud Security Categories. 

 

 

Components that may be vulnerable to attack are shown in 
Figure 2. Because cloud infrastructure, clients, and the 
network are all vulnerable to security risks, there must be 
measures in place to identify, prevent, and respond to these 
attacks. Table 2 categorises them according to the criteria 
outlined above for cloud security (Table 1). Interoperability 
key management methods, such as XML signatures and XML 
encryption syntax and processing, are necessary. Cloud 
computing's security requirements are currently nonexistent 
[11].  
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Even if safety standards are expressed correctly, compliance 
problems seem to be connected to a variety of safety 
difficulties. It's because of a lack of oversight and a 
reexamination of company standards. Customers' knowledge 
of the cloud provider's standards, processes, and operations is 
limited, especially when it comes to issues like identity 
management and the division of responsibilities amongst 
employees. There really is no cloud service provider audit 
network, which is crucial for Cloud Computing's auditability 
[13, 14]. Non-transparent services should not be outsourced, 
and clients should have the ability to audit the whole process. 
SLAs and regulatory concerns are covered by security 
standards (C1) or regulating organisations that are not 
included in cloud computing procedures. Because cloud 
computing relies on the Internet, it is more susceptible to 
network-related assaults than conventional computer systems 
[16]. Cloud computing relies significantly on networking and 
is tightly integrated. This work's cloud security issues are 
therefore more prominent than those in other security 
categories. Though numerous cloud service providers focus 
on fast and economical performance, QoS (Quality of 
Service) is a surprise concern [11-15]. In the current study, 
QoS is seen as a characteristic or action that has a direct or 
indirect impact on security. Since numerous services might 
share cloud setups, a little inaccuracy in one or more cloud 
components can have a significant effect [18]. It has been 
noted in several case studies that the redundancy [19], loss 
(and leakage), location (21), recovery (18), confidentiality 
(21), security (22), and accessibility (22) of data are all 
critical challenges that must be addressed in order for them to 
be useful. 

III. CLOUD -BASED IDS EVALUATION 

The standard IDS framework has been employed in the cloud 
infrastructure by a number of researchers. ENISA, the 
"European Union Agency for Network and Information 
Security," has spent a lot of time focusing on cloud security 
issues. Stakeholders may use this data to better understand, 
assess, and manage cloud migration risk. In addition, it 
provides advise on SLAs for optimising security benefits and 
tracking. Furthermore, ENISA provides collaborative 
research to various stakeholders in order to identify critical 
cloud resources and assess how these conditions affect cloud 
service failure. 

A. Intrusion Detection Systems (IDS) 

Attempts to gain unlawful or unauthorised access to the 
computer system data or disrupt system activities are 
considered intrusions in the context of IDS.  

 
Figure 3. System Structure of IDS 

Internal and external security threats may be detected by using 
an IDS [20,23], which monitors a wide variety of security 
threa0ts, as illustrated in Figure 3. Host and network control, 
computer system activity, warning generation, and 
responding to suspicious behaviour are some of IDS' most 
important responsibilities. Due to their proximity to the 
network's security nodes (such as switches on big network 
segments), IDDS monitor the related hosts and networks. 
There are two primary methods for classifying IDS data: One 
is based on detection, while the other is based on the source of 
the data. Detection-based IDS approaches include 
signature-based IDS, misappropriation IDS, and 
anomaly-driven IDS detection. The IDSs use host-based and 
network-based data source methodologies. This research uses 
a primary data source categorization and a secondary 
detection system classification. Figure 4 shows a hypothetical 
IDS classification structure.  Machine learning techniques to 
detecting methods are the focus of the study. Section 4 should 
also provide information on the different data types that may 
be utilised in IDS to implement machine learning. 

 
B. Classification of Detection Approaches 

Signature-based detection is a kind of misuse detection. 
Conceptual framework for characterising attacks. Sample 
signatures are used to search the signature database during the 
detection procedure. System developers have a major 
challenge in creating abuse detection  

 

 
Figure 5. IDS Detection Classifications 
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Table 3. Anomaly detection vs. misuse detection 

 

Figure 4 depicts the various methods for detecting misuse, 
including pattern matching, expert system, and 
machinery-based finite-state techniques. Finding anomalies 
requires a combination of statistical modelling, time series 
analysis, and machine learning.  

C. Classification by Data Source 

 The behavior of critical objects may be tracked by a 
host-based intrusion detection system (IDS) to quickly 
identify and react to intrusions (for example, ports, as well as 
programmes sensitive files). Network assaults cannot be 
detected by host-based IDS because they use resources on the 
host computer. Larger switches or hosts are more likely to 
have an NIDS installed. For the most part, network intrusion 
detection systems may be deployed on a variety of operating 
systems. An further benefit of network IDSs is their ability to 
identify attacks on a specific protocol or network type. 
Because traffic can only be traced via one network area, it has 
a drawback. Table 4 shows how network-based IDS and 
host-based IDS are distinguished [26-30]: 

Table 4. Network based IDSs vs Host-based IDSs 

 
 

 
Figure 6: Security management Architecture 

Security Management: The most common method of 
securing a network is to monitor it for signs of previously 
known dangers. Zero-day attacks may take advantage of this 
network vulnerability. This is critical, given the frequency 
with which new assaults are launched. As demonstrated in 
figure 6, ML's attitude on strict protection measures has been 
thoroughly examined[37]. Machine learning (ML) is used in 
an effort to identify violence, understand complex patterns of 
an assault from past data, and establish general rules that 

allow for the identification of changes in known attacks. 
Zero-day attacks may be detected using anomaly detection 
using machine learning (ML)[39]. As a result, it's important to 
know what's typical and what isn't.   

IV. COMMON MACHINE LEARNING 

ALGORITHMS IN IDS 

A. Machine Learning Models 

Machine learning is classified as supervised or unsupervised 
learning. Labeled data is critical to the tracking of learning. 
While in-class categorization is a popular activity (and is most 
often employed in IDS), it is more expensive and time 
consuming to do it by hand[43]. Consequently, supervised 
learning is hampered most by a lack of appropriately labelled 
material. Unsupervised learning, on the other hand, uses 
unlabeled data to infer meaningful knowledge, making it 
considerably easier to gather training data. However, the 
output of unsupervised approaches is often lower than that of 
supervised learning methods. Figure 7 depicts some of the 
most common IDS machine learning techniques[36].  

 
Figure 7. Classification of ML algorithms. 

Table5. Advantages and Disadvantages of various ML 
classification algorithms 
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B. Performance Evaluation Metrics (PEM) 

Machine learning algorithms are tested using a variety of 
measures. The best models are chosen based on these criteria. 
In order to accurately determine the detection impact, many 
metrics are used simultaneously throughout the IDS 
search[40-42]. 
Accuracy: The percentage of samples correctly categorised 
and the total number of samples are given. An accurate 
measure for a balanced dataset is accuracy. However, in 
practical network setups, standard samples far outnumber 
aberrant samples, therefore precision will not be an 
acceptable measure. 

 
Detection accuracy is measured by the precision (P), which is 
the ratio of real positive samples to projected positive 
samples.  

 
The recall (R) statistic measures the percentage of true 
positive samples among all positive samples. This metric, also 
known as the detection rate, demonstrates the model's ability 
to detect attacks, which is a key statistic for intrusion 
detection systems. 

 
F-measure (F) is a way to say how well and how quickly you 
can remember the harmonics. 

 
The false-negative rate (FNR) is the percentage of 
false-negative & total-positive samples that aren't 
true-negative samples. An attack detection rate that doesn't go 
off is called the FNR, or the rate that doesn't go off. 

 
The FPR (false positive rate) is the proportion of 
false-positive samplesandpredicted-positive samples. The 
false alarm rate (FPR) is a term used to describe how 
frequently an assault is mistakenly identified as a false 
positive. 

 
TP, FP, TN, FN, and FN are used to denote the true positive, 
false positive, true negative, and false, respectively. In order 
to differentiate intrusions, an IDS must be able to distinguish 
attack samples from non-intruding ones. A number of 
commonly used measures include accuracy, FNR (or missed 
alarm rates), recall (or detection rates), and FPR (or false 
alarm rates)[47].  

C. Benchmark Datasets in IDS 

Because machine learning output is dependent on input 
quality, the key aspect of machine learning is the ability to 

isolate meaningful information. Machine learning relies 
heavily on data understanding. In order for IDS data to be 
useful, it must be simple to retrieve and describe the 
behaviour of hosts or networks. IDSs often use logs, flows, 
sessions, and packets as data sources. It takes a long time and 
requires a lot of effort to create datasets. Once a benchmark 
dataset is developed, it may be used by many researchers. 
Benchmark datasets provide two more benefits in addition to 
their simplicity of usage[46]. 

(1) Benchmark data sets are reliable and provide more 
convincing experimental findings.  

(2) Benchmark data sets are authoritative. Investigations 
employing conventional benchmark datasets,     

such as those from earlier publications, were used in many 
published studies.  
(1) DARPA1998 
The MIT Lincoln Laboratory created the DARPA1998 
dataset [31], which is widely used as a standard in IDS 
research. This set also includes labels and raw packages. 
There are five types of labels: User to root (U2R), denial of 
service (DoS), and probe. Traditional machine learning 
models cannot directly utilise raw packets, thus aKDD99 
datasets were built to get around this constraint.  
(2) KDD99 
IDS's most popular dataset at the moment is KDD99[32]. The 
DARPA1998 mark is quite similar to the KDD99 mark. 
Statistical features depending on host and time are included, 
as well as basic features and content features, KDD99 offers 
four other sorts of options: KDD99's dataset has been shown 
to include a number of flaws. It's too late to represent the 
current network situation in KDD data.  
(3) NSL-KDD 
Using the suggested NSL-KDD [38], the KDD99 dataset has 
been improved. The KDD99 was used to select the 
NSL-KDD recordings. The NSL-KDD avoids the problem of 
classification bias by balancing records from different classes. 
Due to an error in the NSL-KDD, it has also removed 
everything except the most vital data from the database. The 
NSL-KDD mitigates data distortion and data repetition to 
some degree. Samples of tiny groups remain unidentified and 
out-of-date since the NSL-KDD does not include recent data.   
(4) ISCX 2012 
For networks that use FTP, HTTP, SSH, POP3, SMTP, and 
IMAP, the actual traffic traces are investigated in this dataset 
(Shiravi et al., 2012). In the data set, you can see what people 
typically do. The data collection is based on real-world tagged 
network traffic that encompasses several attack scenarios.  
(5) UNSW-NB15 
To analyse network traffic and retrieve 409-dimensional 
features using the Bro algorithm, three virtual servers were 
created by scientists at the University of South Wales. 
Compared to the KDD99 dataset, the dataset has a bigger 
number of attacks and characteristics. IDS built using 
machine learning need fresh datasets to be developed, despite 
the fact that UNSW-NB15 currently has 
less impact than KDD99.  
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(6) CICIDS 2017 
DDoS, Heartbleed, Brute Force SSH, Infiltration, a DoS 
attack on a website, and a botnet are just some of the new 
malware attack elements included in CICIDS2017. In order to 
identify the dataset's source and destination, the time stamp, 
protocols and IP addresses are used.  

V. RESEARCH ON MACHINE LEARNING-BASED 

IDSS 

As a data-driven method, machine learning focuses on 
understanding information at the beginning. As a result, we 
make extensive use of the IDS model's data source form as the 
primary rating thread in this part, which demonstrates a 
variety of machine learning approaches to diverse data kinds. 
The variety of attack activity, including host and network 
behaviour, is represented by the various data types. Using 
device logs and network traffic data, you may learn more 
about the habits of the host and the behaviour of the network 
at large. There are a wide variety of attacks, each with a 
distinct pattern. As a result, the selection of appropriate data 
sources is required in order to identify distinct assaults 
depending on their features. When it comes to a DDoS attack, 
the ability to send a huge number of responses in quick 
succession is critical. Session data must be removed from the 
IP addresses that are best suited for this purpose[46-50]. 

A. Packet-Based Attack Detection 

Packets, the network's fundamental unit of communication, 
show every aspect of communication. Binary data packets are 
difficult to decipher unless they are first digested. A packet 
contains information about the application and the packet's 
header. Ports, IP addresses, and other protocol-specific fields 
are all included in the header. Application layer protocols 
must provide payload for the application's data part[51]. 

There are three advantages of using packets as IDS data 
sources, including the following: 

A packet contains information that may be used to identify 
U2L and R2L attacks. 

There are IP addresses and time stamps included in 
the packet to allow for reliable identification of attack 
sources. To avoid the need for a cache, packets are examined 
instantly, allowing for quick identification of suspicious 
activity. Certain assaults, such as DDOS, are difficult to 
detect because the whole communication state and the 
contextual elements of each packet do not reflect the 
individual packets. Payload analysis and packet parsing are 
examples of packet-based identification techniques[27].  

B. Machine learning Centric Secure Cloud Management  

Table 4. Sophisticated, Secure Cloud Management using 
Machine Learning 

 
IDS classes include signature-based and anomaly-based 
detection methods. Machine learning approaches such as 
k-means and (Collaborative) Decision Trees are 
recommended for signature detection and 

(Collaborative)Support Vector Machine anomaly detection 
respectively. Cloud management that is machine 
learning-centric and secure is shown in Table 4. 

Table 5 summarises the classification methodologies for 
IDSs based on machine learning. 

 

VI. CLOUD SECURITY CHALLENGES 

Currently, researchers are focusing on concerns related to 
cloud security. In light of the near future, the following issues 
remain unresolved:  
Data Classification based on Security: A cloud storage data 
centre may store data from a variety of different users. 
Depending on the data's monetary worth, it is possible to gain 
varying degrees of security via the classification of that data. 
Access frequency, update frequency, and the number of 
people who can access the data should all be taken into 
consideration while creating a database. If the data is detected 
and tagged, the degree of security associated with this 
designated data piece may be increased. Depending on the 
data nature, the degree of security necessitates storage, 
privacy, integrity, and encryption.  
Identity management system: Cloud computing users are 
identified and then utilised to provide various services. 
Identity management is essential for both cloud service 
providers and their customers.  
The identity management approach has a number of flaws. A 
confidential identity and access management process requires 
that id-generation, storage, distribution, and lifecycle 
management be handled in a secure manner[52].  
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 Secure trust-based Solution for cloud computing 
Service: Cloud computing services are hindered by the 
lack of a stable environment and general security 
concerns. Concentrating and discussing the cloud 
computing platform is a sure and dependable answer to 
many of today's problems.  

 Optimization of resource Utilization: Additionally, 
cloud computing security, virtualization, and efficiency 
must be explored. 

VII. CONCLUSION 

This paper discusses the most recent cloud security issues and 
potential remedies. Among the twenty-eight cloud security 
issues we've identified are incorrect firewall settings, 
malevolent insiders and hacked binary systems, 
multi-tenancy, and unreliable browsers. In terms of 
addressing a company's security concerns, there are several 
subcategories of issues to consider. There must be a complete 
layer of security in place for the data and the cloud 
infrastructure in order for comprehensive cloud protection. 
Several studies are being conducted to address cloud security 
vulnerabilities. However, a solid cloud infrastructure requires 
the resolution of a number of outstanding issues. At the 
beginning of cloud computing, connection, network, web 
services, data secrecy, and applications are some of the most 
common issues. It is becoming more common for machine 
learning models to serve as good research advice. In addition, 
we explore the IDS taxonomy, which makes data sources the 
focus of several machine learning techniques. On the basis of 
this taxonomy, we expand and manage IDSs that are applied 
to a variety of data sources such as logs, session and packets. 
As attacks evolve, it is vital for IDSs to identify the most 
appropriate data source.  
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