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Abstract: Emerging technologies like IoT (Internet of Things) 
and wearable devices like Smart Glass, Smart watch, Smart 
Bracelet and Smart Plaster produce delay sensitive traffic. Cloud 
computing services are emerging as supportive technologies by 
providing resources. Most services like IoT require minimum 
delay which is still an area of research. This paper is an effort 
towards the minimization of delay in delivering cloud traffic, by 
geographically localizing the cloud traffic through establishment 
of Cloud mini data centers. The anticipated architecture 
suggests a software defined network supported mini data centers 
connected together. The paper also suggests the use of segment 
routing for stitching the transport paths between data centers 
through Software defined Network Controllers. 
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I.INTRODUCTION 

A. Cloud Computing 

Today, cloud computing has achieved its maturity. Cloud 

Computing is a service model that provide services to 
various types of customers, through network, independent of 
geographical locations of Cloud Service providers and cloud 
users. Cloud computing provides on demand services with 
shared pool of resources. Through Cloud Computing the 
vendors are providing services related to software, 
infrastructure and platform. The trend in the market shows a 
major shift towards cloud computing adoption as it cut down 
the cost of owing resources. The enterprises need not to 
worry about the maintenance. Besides this cloud computing 
carries many other advantages such as dynamic resource 
allocation, elasticity, scalability and pay per use. Cloud 
Computing is available in various modes like public Cloud, 
Private Cloud and Hybrid Cloud. Public Cloud provides 
services through public internet.  
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The services are either free or pay per usage. Examples of 
Public Cloud are Amazon Elastic Compute Cloud (EC2), 
Google App Engine. The private Cloud provides proprietary 
hosted services. The services of Private Cloud are limited to 
single organization’s need. Examples include Amazon wen 
Services, Sales force Services. The third category i.e. hybrid 
cloud carry advantages of public as well as private cloud. It 
delivers the private cloud’s high-security features, along 
with the fast connection and easy-to-access features of the 
public cloud. 

B.  Data Center Networking 

Enormous scope Data Centers structure the center 
foundation support for the always growing cloud based 
Services. In this manner the exhibition and reliability 
attributes of Data Centers will fundamentally affect the 
versatility of these Services. Specifically, the Data Center 
network should be deft and reconfigurable to react rapidly to 
truly changing application requests and Service necessities. 
An examination of Data center topologies has been 
performed and these topologies were compared on the 
criteria. Data centers have Top of Rack (ToR) switches and 
these switches are interconnected to End of rack(EoR) 
switches which are associated by means of core switches. 
This methodology prompts critical transmission capacity 
oversubscription on the connections in the organization 
center, and incited a few scientists to propose substitute 
methodologies for flexible savvy network models. Cloud 
Data Centers today pack a great deal of computational force. 
For example, Amazon Data Center houses somewhere in the 
range of 50,000 and 80,000 servers with force utilization 
that is around 30-25 megawatts. These Data Centers 
consume space which is generally similar to a football field 
on the off chance that we mull over the all-out space 
involved by the computational assets themselves, the 
cooling region, and these sorts of things. Data Centers are 
accordingly giving scalable computing resources, for huge 
web scale Services. These Data Centers will in general be 
situated in topographically scattered regions. Frequently, 
they might be in distant regions for advancing on conditions 
like energy utilization and ensuring that we get monetary 
force. Those are a portion of the issues in the area of Data 
Centers. In the event that we look inside a Data Center, the 
network is one of the fundamental parts of the Data Center 
and these network fabrics associates the entirety of the 
servers that are inside a Data Center, and it additionally 
gives availability to the customers that are over here through 
the web.  
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The job of the routing fabric is both for internal 
communication among these servers inside the Data Center 
and external communication of these servers with clients. 
The primary components of a data center are hundreds of 
thousands of servers. Large number of servers may be 
running some application for instance Gmail at the same 
time. Thus these servers need to communicate with each 
other rapidly; hence latency is significant in such cases.  
For better performance commodity switches are used. 
Commodity Switches are routers and the Ethernet switches 
that are utilized and that is in the core of the wide area 
network. So those are the switches are commodity and 
accordingly it is modest, and thusly we can utilize that to 
build large scale network fabric. To provide elasticity to 
customer services, cloud providers operate multiple large 
data centers across the world at multiple geographical 
locations. These large data centers carry thousands of 
switches with thousands of servers with every server 
responding multiple requests from their clients using 
virtualization technologies. 

C. Software Defined Networks (SDN) 

Traditionally each network switch called a router, has its 
own control logic and they behave on the ground of 
information collected from the neighbors. Here the current 
state of network and the policy decisions like firewalls, 
access controls or bindings like DNS to IP and IP to MAC 
etc. were distributed. There is no single node having entire 
network view (Global). Every route work for both control 
plane (Route Computation) and data plane (Forwarding 
Packets) based on its own decisions. Any new network 
applications need to be building with hardware support 
which is quite difficult. This approach is inefficient to 
handle complex data centers with high density servers with 
multiple virtual machines running on them. Thus, the cloud 
providers have to consider the data center networks with a 
different perspective. A new technology called software 
defined networking is introduced to eliminate problems with 
traditional routers. The new paradigm called software 
defined Network (SDN), classify the data and control planes 
of a router into two different domains. SDN control plane is 
the one, responsible for intelligent decisions, and is 
controlled by a software program called controller. It 
performs various functions like route computation, 
forwarding these computations to another device switches. 
The Switches perform forwarding function [1]. 

 
Figure 1. SDN Layered Architecture 

The SDN architecture shown in figure 1, defines layered 
architecture having edge layer, SDN infrastructure layer and 
northbound application layer. The lowest layer i.e. edge 
layer is one in which servers are configured to handle the 
requests of the user. Various edge de--vices are involved in 
providing such services. The middle layer i.e. SDN 
infrastructure layer defines tradition SDN infrastructure 
including SDN controller and SDN Switches. The layer 
clearly defines the responsibilities of SDN controller and 
switches. The topmost layer defines northbound applications 
that actually define how control behaves. Northbound are 
then used to communicate. The purpose of these 
applications is optimal resource allocation, network 
management, security management, mobility management 
and many more. The communication received through 
northbound interface is then converted into command by 
controller and forwarded to data plane. In the multilevel 
architecture there is a need to define east/west interface also 
for communication. Sine a single controller faces limited 
scalability problem, a network can have multiple SDN 
domains, each controlled by an individual SDN Controller. 
Hence there is a requirement to make these controllers 
communicate, coordinate and share information with each 
other so that the network can provide optima routing and 
required quality of services. The SDN east-west interface 
defines communication between controllers of different 
domains. Controllers need to exchange information such as:  
Reach ability update: Exchange of reach ability information 
facilitates inter-SDN domain routing. Each flow may 
traverse through multiple SDN domains. Controllers of 
different domains exchange information related to routing 
paths, flow set up requests, Quality of Services, bandwidth, 
and software capabilities across domains. Standardization of 
east and west interface is still a infancy. No standard has 
been defined yet for east/west interface. Besides this, SDN 
also defines also address various technologies like software 
switch, virtualization. When SDN collaborate with optical 
network, it is called software Defined Optical Network 
(SDON) and provides all benefits of optical networking 
along with SDN. Another version of SDN called Software 
Defined Wireless Network (SDWN) is used for wireless 
network. Since Controller carry the global visibility, all 
innovations related to software can be implemented in 
controller, switches just obey controller instruction. All 
security capabilities like firewalls, authentication etc., 
Routing Capabilities, DNS and ARP bindings and even 
DHCP functionality can be implemented in the controller 
itself. The central controller can manage the entire network 
with dynamic programming. SDN and NFV (Network 
Function Virtualization) together provides more benefits. 
Through this a controller can optimize complex cloud 
network with dynamic network reconfiguration and resource 
provisioning. SDN empowers cloud computing with 
dynamic controllability because of centrally programmable 
interface i.e. controller. In real time Cloud Computing 
requires fast response to manage traffic. 
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 A combination of SDN and Cloud can optimally rent 
visualized resources to cloud tenants. SDN can also monitor 
the status of resources being used. The SDN controller 
represents “Northbound Interface”. An application in SDN 

translates the instructions into Open Flow Command or 
PCEP (Path computation Element Protocol) Instructions  on 
its South bound Interface to configure switches. The overall 
functioning of a traditional open flow based SDN domain is 
as follows: All the switches in SDN domain have a flow 
table in which they store their internal state. The entries of 
flow table are compared with the packet headers field. 
Based on this switch takes action like sends the packet to 
certain port, drop the packet etc. When a switch recognizes a 
packet for which it does not carry any flow entry in its table, 
it forwards the packet to the controller. The controller then 
computes the optimal path for that packet flow and installs 
that path in all the switches along the path and returns 
packet to the switch to which it receives. All the packets that 
belong to same flow will follow the same path as they 
follow same rules.  

D. Segment routing 

Segment Routing is a type of source routing technique in 
which the source node specifies the route of packet towards 
destination. In Comparison, the other Routing techniques the 
path is chosen on the basis of destination. In Segment 
Routing the source node sends a packet with segments (An 
ordered list of instructions). This segment is embedded into 
packet header. In traditional segment Source Routing, the 
route is defined by source router. The path is not chosen on 
basis of destination as other Routing does. In Segment 
routing, a node guide a packet through segments which are 
list of instructions in ordered form.  A segment is nothing 
but an instruction, may be topology or service based. The 
packet header contains the full instruction for path through 
the network. The segments are actually MPLS headers on 
IPv4 packets. Stack of MPLS labels are Instructions that are 
followed. The label at the top is processed by each router 
and the instruction in the label is followed to forward the 
packet. The packet reaches its destination after all labels are 
processed by routers on the way. The Segment Routing (SR) 
reduces complexity of control and user planes. Each router 
in a Segment routing network is identified by a SID 
(Segment Identifier). There are two types of SID defined in 
the SR RFC, global SID and local SID. The Global SID is 
advertised throughout the network and while local SIDs is 
local to the router. The Local SIDs is used to take decision 
within the router. For Example, selection of the exit 
interfaces for the traffic. There are two different types of 
segments: Global Segments-They calculate the shortest path 
using protocols like IS-IS or OSPF. Local Segments: They 
are used for hop by hop traffic diversion. As global 
segments have already directed the path, applying new route 
for each hop is an option in segment routing. With 
traditional MPLS traffic engineering using RSVP-TE all 
routers along the engineered route must maintain a state 
meaning that these routers must update with information 
about the end to end path and nodes. One of the major 
hindrances in network scalability is complexity of 
maintaining router states. 

II.RELATED WORK/LITERATURE SURVEY  

Pier Luigi Ventre, Mohammad Mahdi Tajiki, Stefano 
Salsano, Clarence Filsfilsdisussed the SRv6 architecture for 
Traffic Engineering, Service Function The authors describe 
the advantages of the SRv6 technology with an SDN based 
approach in backbone networks. The authors also performed 
an evaluation of some performance aspects of our 
architecture and of the different variants of the Southbound 
APIs and analyzed the effects of the configuration updates 
in theSRv6 enabled nodes. Pier Luigi Ventre, Stefano 
Salsano, Marco Polverini, Antonio Cianfrani, Ahmed 
Abdelsalam, Clarence Filsfils, Pablo Camarillo, Francois 
Clad  presents a tutorial and a comprehensive survey on SR 
technology, analyzing standardization efforts, patents, 
research activities and implementation results. The authors 
identified 8 main categories during our analysis of the 
current state of play: Monitoring, Traffic Engineering, 
Failure Recovery, Centrally Controlled Architectures, Path 
Encoding, Network Programming, Performance Evaluation 
and Miscellaneous. The paper then generate a report of 
experiences from survey work. Haisheng Yu ,Keqiu Li, and 
Heng Qi  describes the use of distributed controllers to 
control forwarding devices in Software Defined Network  
architecture  to solve the issues of scalability and load 
balance. It defines ASLB (active controller selection load 
balance), which proactively selects appropriate controllers 
for load balancing and minimize packet processing delays. 
The authors built a system and evaluated it on a physical 
platform. Results show that ASLB is much better than the 
static allocation scheme in terms of minimizing latency, 
bandwidth utilization, and throughput. Mohammad  Ashrafi, 
Faroq AL-Tam, and Noelia Correia. This work focuses on 
the placement of controllers in software-defined networking 
architectures. A mathematical model is developed to place 
controllers under multicontroller switch-controller mapping, 
where a switch can be assigned to multiple controllers. The 
proposed model is shown to be effective and resilient under 
different failure scenarios while, at the same time, taking 
latency and scalability into consideration. DING Shichang, 
LUO Xiangyang,YE, YE Dengpan, LIU Fenlin discuss 
various IP geolocation algorithm and suggests Modified of 
IP Geolocation Algorithms Based on Rich-Connected Sub-
Networks. They also experiment the performance of 
modified algorithm for China’s Internet. Malvinder Singh 
Bali, Shivani Khurana discusses domains of latency from 
cloud to end user including, intra Cloud Latency, Network 
Latency, Processing Delay. They also highlighted the effect 
of latency on domains of Cloud network and also presented 
the service disruption effect due to DDoS attack on cloud 
network with simulated results. Shanhe Yi, Cheng Li, Qun 
Li, provides a survey that discusses the definition of fog 
computing and similar concepts. It also discussed various 
issues related to Fog Networking, Quality of Services, 
Interfacing and programming model, Computational 
Offloading accountability, billing and Monitoring, 
Provisioning and Resource Management., Security and 
Privacy. 
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Tim Verbelen, Pieter Simoens, Filip De Turck, Bart Dhoedt, 
provides a survey on cloudlets. They also discussed Cloudlet 
Architecture and evaluation along with a prototype 
implementation, showing the advantages and capabilities for 
a mobilereal-time augmented reality application. 
Adam Wolfe and Paul Lu worked on reducing the 
communication overhead caused by Virtual Machine.They 
also proposed use of VDE networking for reducing total 
latency. 
Ajith Singh and Hemalatha provide a survey on finding 
causes of latency for different geographical locations. They 
also compared latency caused due to use of different 
browsers .Different locations like cybercafé and university 
campus were used to check the latency caused in accessing 
Google Docs. 
Qia o feng Qin, Konstantinos Poularakis, George 
Iosifidis, LeandrosTassiulassuggests a multi-controller edge 
system to reduce delay overheads. They suggest placement 
of controllers in the edge network. They also provided 
approximation solutions using linearization and 
supermodular function techniques. 
Fan Zhao, XIangyangLuo, Yong Gan, ShoodiZu, Qingfeng 
Cheng, Fenlin Liu provides a survey on various IP 
geolocation based methods for judging users geolocation 
based on IP address. They classify IP geolocation methods 
as City level geolocation and street level geolocation and 
there classifications. They further propose a geolocation 
method based on identification in routers and local delay 
distribution similarity. 
YehiaElkhatib, Barry Porter, Heverson B. Ribeiro, 
Mohamed fatenZhani, JunaidQadir, Etienne Riviere[40] 
provides a study on feasibility and readiness of microclouds 
for fog computing. They provided experiments using 
Rasberry Pi for hosted applications in microclouds. 
Gilles A S Keupond Jo, Nogbou G. Anoh, Joel C Adepo, 
Souleymane Oumtanaga discussed the reactive and 
proactive approach of routing in SDN. They also provide 
experimental evaluation of proactive approach. They 
proposed a hybrid approach based on algorithm 
backpressure and provide tests on Ryu controller version 3.2 
to calculate latencies. 

III.PROBLEM FORMULATION 

A. Growing Traffic  

Considering the Public cloud which is most popular flavor 
of cloud computing offers various benefits to organization 
including lower cost, scalability, performance etc. One of 
the most important concerns when we look at public cloud is 
rapidly increase in the network traffic patterns due to sharp 
increase in number of connected devices and advent of 
technologies like IoT. According to a report generated by 
Deep Packet Inspection in April 2020, the Global Cloud 
traffic increase from 1.36% in Feb 2020 to 1.83% in April 
2020 of the total internet. According to another statistics 
published by statistica.com the cloud data traffic is expected 
to grow to 19.5 zetta bytes by end of 2021.The predicted 
number of IoT devices is around 8.74 billion in 2020 and 
expected to increase 25.4 billion by 2020. According to 
prediction these IoT devices will be having a very highly 
dense network approximately 1 million devices per 

kilometer. This leads to very huge amount of data storage 
and processing with extremely high network performance. 
These increasing patterns raise an alarm on the current 
infrastructure which is affecting the network performance 
and needs to be upgraded. The tradition centralized data 
Center are far away from end users and cannot provide 
ultra-low latency and high bandwidth connectivity. They are 
not suitable for increasing traffic requirements due to 
emerging technologies like IoT. According to a report 
published by CBinsights 175 zettabytes of data expected by 
2025. The current bandwidth available is not fair enough to 
accommodate the future requirements. The Problem is the 
Network being less focused part by cloud providers in the 
past. According to Cisco Annual Internet Report (2018-23) 
the expenditure on public cloud services and infrastructure 
is expected to grow to nearly $500 billion in 2023, a 
Compound Annual Growth Rate (CAGR) of 22.3%, 
according to market research firm International Data Corp. 
For last few years the data center traffic remained 
centralized and static.  

B. Limitations of existing Mega datacenters 

Today billions of devices are connected to mega data centers 
that provide various cloud services over internet. A matter 
of concern in cloud computing is continuous rise in the 
number of data hungry customers and applications. Due to 
huge amount of data produced by consumers, the trend of 
data center construction gets affected. The number of such 
mega data center is increasing day by day with the growth of 
cloud services. The acceptance of these monolithic data 
centers is dangerous. Despite advancements of technologies, 
the requirements like timely delivery and meeting Quality of 
Services (QoS) are not up to the mark. Though these huge 
data centers provides hyper scaling, but hype scaling does 
not involve expanding data centers to multiple floors. 
Moreover, the energy consumed by mega data center is 
quite high. According to the census done by National 
Resources Defense Council (NRDC) the energy consumed 
by these mega data centers will be 140 billion kWh by 2020. 
Besides energy consumption these mega data centers 
possess other problems like latency in delivery, Complex 
cabling and maintenance. Another issues related to data, is 
to keep data in local geographical boundaries because of 
security issues and Regulatory constraints. 

C. Data center Geographical Location as a factor to 
Latency 

Global Scale Large data Centers consist of tens to 
hundreds of thousands of servers. Several Cloud providers’ 

carries large, centralized data centers, but this approach 
carries some issues. The main key issue with these data 
centers is Response Time. The Geographical distance from 
Data Centers to end user increase latency, this is a key 
challenge for some applications and services. It may include 
Video Conferencing, Real time Gaming etc. Though 
Content Delivery Networks were developed near to end 
users to resolve the issue but still they can keep static 
content.  
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Geographical location of data center plays an important 
role in the latency during communication of client and 
server. Here are the ping results of some cloud data centers. 
The ping is performed from New Delhi location having IPv4 
Address 172.16.11.218 performed on 19.10.2020 between 
10 AM to 3 PM IST. 

 
 

Figure 2. Ping Report for AWS services with 
cloudPing.info 

As we can see in Figure 2 that the ping latency from 
AWS cloud is smallest for Asia Pacific (Mumbai, India ) 
, It is nearest having the smallest geographical distance 
from source of ping i.e New Delhi. 

 

Figure 3. Ping Report for GCP services with 
www.GCPping.com 

As we can see in Figure 3that the ping latency from GCP 
Region is smallest for Asia Pacific (Mumbai, India) , It is 
nearest having the smallest geographical distance from 
source of ping i.e New Delhi 

 

 

Figure 4. Ping Report for Azure Cloud services with 
cloudpingtest.com 

As we can see in Figure 4 that the ping latency from Azure 
cloud is smallest for India , West India , It is nearest having 
the smallest geographical distance from source of ping i.e 
New Delhi 

 

Figure 5. Ping Report for Oracle Cloud services with 
cloudpingtest.com 

As we can see in Figure5 that the ping latency from Oracle 
cloud is smallest for India West (Mumbai, India), 
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It is nearest having the smallest geographical distance from 
source of ping i.e New Delhi Hence as er the above reports, 
we can see that in all cases, it is very much clear that the 
nearest  
(Geographical Distance) datacenter from New Delhi (From 
where the ping test is performed) is Mumbai, India/ India 
west and the ping latency is the smallest among all regions 
in all cases from all cloud data centers. This makes it clear 
that Geographical Distance of Data center plays a very 
important role in latency. 

D. Regulatory Restrictions 

Legal constraints play a very important role in determining 
where regulated and private data can be stored for 
companies across the global. Usually the laws of local 
jurisdiction are applicable to the agreements. Geographical 
locations of data center is a hindrance to public cloud 
Computing. Sometimes a problem of conflicting legislation 
is observed which forces a company in one jurisdiction to 
violate the laws governing data center where data is stored 
in another jurisdiction. Thus One of the main challenge a 
company face when accepting cloud computing 
environment is determining where and in what jurisdiction 
the data can be placed. The trans-border data flow (Data 
flow from one jurisdiction to another) i.e from data origin to 
Cloud Data center may face problems as original 
jurisdiction in such case may be difficult or illegal at 
datacenter location. For example EUDPD( European Union 
Data Protection Directive prohibits storing of European 
citizen’s personal information outside the Europe. Such 

restrictions means that European Companies must ensure its 
customers that the cloud services are not replicated or 
moved to datacenters at countries other than Europe.  

IV. EXISTING SOLUTIONS– FOG, CLOUDLET AND 

EDGE COMPUTING  

There are lots of alternatives emerging in the cloud market 
to reduce latency and reducing the proximity between user 
and data center. Fog Computing and edge computing are 
the two major alternates of reducing the proximity of user 
to its data. 

A. Fog Computing 

Fog Computing is a system between cloud and end user that 
extends cloud services to network edge. In fog computing 
performs by physical devices in real time because these fog 
devices are distributed I the network edge and close to the 
user. Several applications put in the fog devices that each of 
which includes several modules. Fog devices are near the 
edge of the network such as routers, access points, 
gateways etc. Thus Fog architecture is three layered 
architecture with Mobile-Fog-Cloud hierarchy shown in 
figure 6. The layer between Cloud and Mobile is the 
intermediate fog Layer which consists of Fog servers 
placed at the edge of each network. The fog servers are 
lightweight and virtualized servers having wireless 
connections. The Fog servers can keep pre-fetched large 
volume of data. 

 

Figure 6.  Fog Computing Architecture 

Fog Computing suffer from major limitations firstly fog 
devices do not have enough sources to host all the modules 
of end users requirements, secondly the physical location 
takes away from anytime, anywhere, any data benefit of the 
cloud, thirdly resource management in edge architectures is 
very complex task, especially when a diverse set of services 
with different requirements need to be supported, fourthly 
there exists lot of security issues whilekeeping data on the 
intermediary devices. Moreover the cost of keeping this 
data is also a matter of concern, fifthly these fog devices 
will always be weaker when compared with the capacity of 
cloudservers, though fog computing is designed to reduce 
the latency for providing end user services however it may 
happen that delays may occur in finding the right fog 
device that meet all the requirements because a request may 
have to roam from one device to another until it reaches 
that fog device that fulfills the requirements. 

B.  Cloudlet 

Today smart phones have been used in different aspects of 
our daily life. The enormous use of smart phones has 
shortened the battery life time as well as increases the need 
of storage and processing. Cloudlets emerged as to solve 
these problems. By offloading processing tasks and storage 
on cloud can reduce the power consumption and saves 
mobile storage. Cloudlet is a small cloud located very near 
to mobile user. Cloudlets are stateless, virtualized and 
resource rich servers on which mobiles can offload data and 
computations. Cloudlets need not be a fixed infrastructure; 
rather it may be formed dynamically with any device in 
Local Area Network with available resources. Though 
cloudlets have solved the problems of smart phones battery 
life, storage and latency of delivery. It still suffers from the 
following major limitations.  
    Firstly Cloudlets is a dynamic entity, one has to depend 
on service provider to provide such facility. Secondly there 
is still danger of cloudlet of going out of resources as its 
small and of limited resources. Thirdly Security is still am 
issue in dynamic cloudlets. 
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C. Edge Computing 

Edge computing is a way to reduce latency by performing 
operations at the edge of destination i.e.closest logical 
location. It may be locally on a device closest to the 
destination. Sometimes, it may be closest data center. The 
key point of Edge Computing is that the processing must 
takes place off the network and on the Edge of Destination 
network. Edge Computing is getting popularity with the 
growth of Internet of Things as it helps in reducing latency 
for real time applications. Edge Computing also suffers 
from some limitations. The storage capacity requited for 
edge device is quite unpredictable in case of Edge 
computing. It also suffers from security challenges of these 
devices. Edge computing is primarily used only for 
analyzing the data. It requires additional advanced 
infrastructure at the edge. 

V.SUGGESTED MODEL -GEOGRAPHICALLY 

DISTRIBUTED SOFTWARE DEFINED LOCAL MINI 

CLOUD DATACENTERS 

Geographical distance between client and the data center 
play a major role in traffic delivery. The more the 
geographical distance the more will be the hops and more 
will the problems like latency, loss etc. Moreover, in 
today’s scenario where Mobile Computing and IoT 
(Internet of Things) Applications are now being realized, 
very low or no latency in delivery is the need of the hour. 
Many solutions have been provided till date toreduce/ 
eliminate the problems related to geographical distance 
between the client initiating a request and the data center. 
As discussed in the previous section, few solutions include 
Fog Computing or edge Computing. However, the 
technologies like Fog Computing /Edge computing suffers 
from the many limitations Thus besides many other 
solutions like Fog / Edge computing, one solution is 
proximity of end user data center. The more the 
geographical distance the more hops and more will be the 
latency as each hop require queuing, other type of delays. If 
this traffic is localized to mini data centers located at 
geographical proximity to users, the burden of core network 
can be relieved and bandwidth of core networks can be 
optimized. The overall latency can only be reduced by 
deploying Cloud severs closer to these devices locally 
which reduces the number of hops. We introduce Mini Data 
Centers which are within the proximity to end user in its 
local geographical area. The details about Mini Data centers 
are discussed in the next section. Thus localizing the cloud 
traffic prevents the traffic to cross through core networks 
and hence saving the bandwidth. Moreover, mini data 
centers solve the problems like congestion in core networks 
and manage the traffic locally with fewer efforts. Another 
benefit of mini data centers is that they can be easily scaled 
as per the traffic demands dynamically with the growing 
traffic. In case of outages, the nearby data center can be 
used to fulfill the request. The servers at mini data centers 
can process information for IoT like services locally. 
Besides processing, they are faster in data collection and 
analysis. This provides faster way to access your own data 
and stored in allocation with security provided of your own 
choice of protocols. Our proposed Geographically 

Distributed Cloud Mini Data center architecture contains 
Cloud Mini Data centers, Cloud Mega Data centers, SDN 
Controller, SDN Switches, SDN Gateway Controller and 
Central Traffic Engineering Server. Another challenge is 
the heterogeneous transport infrastructure with various 
links and IP Paths offering different SLA’s or no SLA for 

reaching these data canters from the user location. This 
gives rise to the need of SLA based application aware 
routing. The SDN Controller, in this scenario, must collect 
the link state information from the network, process the 
same and understand the SLA’s each path can offer, and 

provide the best path to specific applications based on their 
needs. These paths should be switched accordingly by the 
controller to maintain the promised SLA for application. 
The network can be sliced into various paths providing 
different SLA’s and the application traffic can be marked 

with a color to identify it and map it to the path providing 
the right SLA. 

A. Components Of The Architecture  

Cloud Mini Data Centers 

The architecture proposes multiple mini data centers with 
proximity of the end users. These Cloud mini data centers 
are deployed within a zone. Each zone contains at least one 
mini data center responsible for serving local customers. To 
build highly available services and applications, each 
region should have one Mega Data center.The replica of 
each mini data center is in mega data center of that region. 
This automatically brings up the cloud services for a zone 
whose mini data center services are not available, i.e. 
during downtime.These mini data centers are 
interconnected with other data centers (of same operator or 
other).   The end users are connected to these Mini data 
centers either through ISP’s through exchange between data 
center. We are considering mini datacenter to have 
approximately<50000 servers for our research purpose. 

Cloud Mega DataCenters 

For our research, we consider Mega Data Centers 
consisting of 200,000+ servers. These data centers are 
located in various regions throughout the globe. They are 
connected to mini datacenters of its region and mega data 
centers of other regions centers. They require long haul 
connectivity. 

SDN Controller 

Each mini data center has one or more SDN controller 
in which all programming regarding routing, management 
etc. is designed for that data center. This controller controls 
a set of switches within the mini data centers and can 
communicate with its peer SDN Controllers of other mini 
data centers via fiber optic links and Backbone network.  
We will later discuss the communication in detail. In SDN-
based architecture, each in- dependent sub-system (e.g. DC 
or optical transport network) is equipped with a software 
entity referred as controller. A controller has the complete 
view and control over its own domain, i.e. the pool of 
physical and virtualized resources in the 
domain.  
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In a Data center environment, the SDN controller might be 
managing the DC fabric based on VXLAN – EVPN 
architecture or preparatory architectures but Segment 
routing might not be starting from the end node. While 
most of the Linux Operating systems have evolved to be 
able to support the Prefix-SID required for Segment 
routing, there is still the need for other OS to comply so that 
an end to end SR path can be stitched from with-in the 
datacenter itself. 

SDN Switches 

It was discussed earlier that SDN switches are the actual 
forwarding device at the core of network. They are the 
hardware entity and work as per decisions of SDN 
Controller. 

SDN Controller Gateway 

The SDN Controller Gateway deals with physical and 
virtual network resources to establish connectivity between 
various distributed cloud providers virtual machines. SDN 
Controller gateway is connected to SDN Controller 
Gateway of other domains via Backbone network. The 
SDN Controller Gateway is responsible for providing 
connectivity between various resources for users without 
looking at type of connectivity (connectivity can be 
dedicated or public Internet). The SDN Controller Gateway 
ensures the connectivity non-invasive so that it conserves 
the configuration of cloud network. Broker at SDN 
Controller Gateway decomposes the user request by 
splitting algorithm (Expressed as resource graphs and sub 
graphs). The broker relates the sub graphs with SDN 
controller Gateway. The SDN Controller Gateway controls 
and configures SDN Controller to establish an inter data 
center connectivity to compose the overall graph 
corresponding to the original user request. 

The central Traffic Engineering Server 

The central Traffic Engineering Server controls the entire 
network. It keeps the detailed information of SDN Switch 
hardware. These servers were replicated throughout the 
globe. Each server is dedicated for a logical “Autonomous 
System” that share some set of IP prefixes. Each server is 
connected to its peer servers of other Autonomous Systems 
via SDN gateways. SDN Gateway abstracts details of flows 
and routes depending on the technology and architecture 
used. For Open flow based architecture, the gateways 
abstract the Open Flow and switch hardware from the 
central TE server while the IP routes and link states are 
abstracted from the central controller in the PCEP based 
architecture. The SDN Network is designed in such a way 
that it will support all traditional Routing protocols. Hence, 
it can work with both SDN enabled and non SDN devices. 
The central Traffic Engineering server employs two major 
services Traffic Measurement and Traffic Management. 
The Traffic measurement looks for monitoring, measuring 
and getting network status in SDN. Network status 
information includes the current topology connect ion 
status, ports’ status (up or down), various kinds of packet 
counters, dropped packet counters, utilization ratios of link 
bandwidths, end-to-end net- work latency, end-to-end 
traffic matrices and so on. The status of the network helps 
in validating the current state of the network and predicting 
the future traffic trends by analyzing packets. BGP-LS are 

the protocol which is used for collecting the link states and 
routing information from the network and passing it on the 
controller for making intelligent decisions. BGP-LS also 
enable the measurement of KPI values and update the 
controller on various Links and their associated KPI. The 
information thus received by the controller is used to decide 
the best path to accommodate the traffic and associated 
needs. This avoids future congestion in the network and 
improves network efficiency. We divide research work on 
traffic measurement into three directions: parameters of 
network measurement, a generic measurement framework, 
traffic analysis and prediction. Traffic management mainly 
studies how to manage and schedule network traffic based 
on the status of network information provided by the traffic 
measurement technology, to satisfy end user requirements 
of network applications, such as Quality of Services (QoS). 

B. Inter Data Center Connectivity 

Previously Data center interconnect (DCI) refers to the 
networking connect ion be- tween of two or more 
geographically distributed data centers. But for our sake its 
inter- connection between Data centers of one domain (i.e. 
Autonomous system) and connection of these Mini data 
centers with Mega data center of that region and further 
connection between geographically far mega data centers. 
We classify the communication domain in Software defined 
cloud network using segment routing into three categories – 
Intra Mini Data Centre Domain, Intra Mega Data Centre 
Domain /Inter Mini Data Centre Domain and Inter Mega 
Data Centre Domain. The connectivity between these 
domains is stitched either through BPG-LU (RFC-3107) or 
by a Segment routing technology called ODN (On-demand 
Next-Hop).  

 

Figure 7. Inter Mini Data Center AS Architecture 

C. Intra Mini Data Center Domain 

The domain Consist of a local SDN Controller with SDN 
switches within a mini data center. The domain provides a 
view of connectivity and topology for a mini data center. 
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D. Intra Mega Data Centre Domain / Inter Mini 
Data Center Domain 

The domain consists of several mini data center along with 
a local mega data center. The domain consists of Local 
SDN Controllers connected with each other as well as with 
a gateway controller of the domain via backbone network 
of that domain. A mini data center may be connected to 
backbone networks (many). Traffic to or from these mini 
data centers may be sent to or from any of these backbone 
networks. It provides edge devices for communication 
between different mini data centers. Figure 7 shows the 
interconnection of Mini Data centers of a geographical 
domain, connection to End Users, and to local mega data 
center via backbone. The communication can be described 
as Inter Mini Data Centre Communication (between Mini 
Data Centers of one domain) and Mini data center to Mega 
data center of one geographical domain. Inter-Mini DC data 
network consists of a set of Mini DCs interconnected 
through one or multiple optical fibers by an optical 
transport network. In SDN-based architecture, each 
independent subsystem (e.g. DC or optical transport 
network) is equipped with a software entity referred as 
controller. A controller has the complete view control over 
its own domain, i.e. the pool of physical and visualized 
resources in the domain. The network orchestra tor is a 
software component that coordinates resources over 
different domains and the operations through different 
controllers [14]. In a distributed Mini DC network, the main 
role of the orchestrator is the coordination of 
communication amongst geographically confined Mini 
DCs, taking into account information about the physical 
infrastructure. The communication amongst mini DCs is 
done using SDN Controllers of these mini DC’s. The 
controller to Controller communication is most important 
part of this subsystem. Controllers are connected via optical 
fiber links to each other within a geographical area. We can 
call that area an autonomous system. This autonomous 
system ends at a SDN Gateway controller which 
takes/brings the traffic from other Autonomous systems. 
The SDN Gateway Controller has a full view of various 
SDN Controllers in its domain and other adjacent gateway 
controllers via SDN Traffic Engineering server of its 
Autonomous system [13]. The various information 
Exchanged between SDN Controllers include their 
topology, Network events like which link is down, 
bandwidth request information from user like allocate xyz 
GB, Various QoS requirements and the infrastructure 
status. 

E. Inter Mega Data Center Domain 

The domain consist of SDN Gateway controllers for each 
mega datacenter connected to SDN gateway controllers of 
other domain and central traffic engineering server of a 
particular geographical area via backbone network[15].The 
domain provides global view of the Cloud network. It 
provides edge devices to communicate between different 
mega data centers. Figure 8 depicts the broader perspective 
of the architecture with interconnection of Mini datacenters 
with their local Mega datacenters, interconnection of mega 
datacenters and with central traffic engineering server using 
Optical fiber backbone network via SDN gateway 

controller. The SDN Gateway controller is responsible for 
controlling local SDN Controllers. The local controllers of 
the domain are responsible for making decision of 
forwarding the packet to the end user or to the SDN 
Gateway Controller. SDN Gateway controller provides 
specific policies or forwarding rules. These rules are then 
forwarded to local controllers. The local controller then 
store these policies or rules and make decisions 
accordingly. For SDN Gateway controller these local 
controllers are treated as agents. Thus, the overall services 
were provided with the cooperation between SDN Gateway 
controller and local controllers. 

Figure 8. Inter Mega data center Communication and 
Interlinks of software De- fined Mini Data centers 

Regions, Availability Zones, and Local Zones 

Cloud computing resources are hosted in multiple locations 
world-wide. These locations are composed of Regions, 
Availability Zones, and Local Zones. 

Region: 

Each geographical area is identified as a separate region and 
each region may have multiple isolated locations called 
Availability Zones.vA region is an independent 
geographical area. Each Region consists of one Mega Data 
center along with many mini data centers located in each 
zones. A region also consist multiple zones. A region must 
be an area with round trip time network latency < 
1ms.Regional SDN controller must have detailed 
topological knowledge of its region and abstract information 
about the SDN Controller in nearby regions. It is a type of 
SDN controller Gateway. Each Region is completely 
independent. 
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Availability Zones 

Zone is Cloud Services deployment area. Zone should be 
considered as single failure domain within a region. Each 
zone consists of at least one mini data center to provide 
cloud services.  
Though it usually have many Mini Data Centers. Each Mini 
Data Centerslies in a local zone.The cloud services within a 
zone must be replicated at regional domain in mega data 
center of that region. Each zone is controlled by an SDN 
controller carrying the topological information of its zone as 
well as zones of that region. 

Local Zones  

Local Zones are the Nearest Location to end user. It consists 
of a single Mini Data Center where all cloud services local 
to that location are placed. The Local Zonal experience of a 
end user is based on Zone downtime, Zone latency and 
availability of resources. 

 

Figure 9 An Abstract View of local Zones, Availability 
Zones and a Region for suggested Architecture 

Segment Routing for domains 

For Routing information we suggest segment routing. Since 
most of the traffic generated is local for the mini data 
centers in a geographical domain, segment Routing is the 
best option for our geographically distributed mini data 
center architecture. Combining Segment Routing with SDN 
controller expands the set of available use cases and allows 
operators to gain the maximum set of benefits from the 
source routing technology. Centralized controller can 
actively collect and monitor the SDN topology network 
traffic engineering changes with global view of network. 
BGP Link state is the protocol which is utilized to collect 
and transport the link state information and the path KPI to 
the controller. Path Computation element protocol (PCEP) 
can then be used to present near real time views of topology 
deployment. The Path Computing Element (PCE) can be 
contained with a vendor’s SDN controller, through which 

network commands can be given and acted upon. In 
traditional per flow Routing SDN controller directly 
interacts with each node in the traffic path. This can cause 
scalability issues as large amount of Routing states need to 
be maintained. In segment Routing the route information 
and configuration is done at the border of the network. The 
proposed architecture combines benefits of SDN and 
Segment Routing. A major challenge with traditional SDN 
is that SDN switch requires larger flow table as compared to 
tradition network. Maintaining flow table is highly 
expensive. Segment Routing also solves this problem. 
Segment Routing does not require maintaining large number 

of forwarding rules at each device and hence eliminates 
delays caused by network devices. The controller needs not 
to add forwarding rules to each individual device along the 
path. The controller need not redistribute the state to 
switches. OSPF can be used for communication between 
SDN and segment routing domains. A segment Routing link 
is kept in the table in a domain. In addition, an adjacency 
segment is kept which suggest actions that a packet transfers 
to egress nodes. SDN controller applies sequence of labels 
as combination of node segment and adjacency segment to 
the packet header. Thus Segment Routing carries benefit of 
scalability and minimizing delays. A major drawback of 
Segment Routing is that the packet size increases, which 
reduces available bandwidth. The combination of segment 
Routing with centralized PCE allows traffic engineered 
paths to be defined across multiple domains defining paths 
from metro networks to core networks, connecting data 
centers to WANs. Thus segment Routing in SDN domain 
pro- vides Increased Network Efficiency, Boosted network 
Performance, Increased Opex, efficiency through 
automation, Assured reliability and network up time, End to 
end Class of service assurance. The complete source 
Routing is classified into two categories. Intra Domain 
Traffic Routing and Inter Domain Traffic Routing. The 
traffic need to be steered within Intra Mega data center 
domain is called Intra domain Traffic steering. Here 
interconnection between the different mini data centers or 
between mega and mini data center is chosen. The traffic is 
steered within the Mega data center domain. Here the focus 
for Routing is on load balancing, achieving QoS and 
avoiding degradation of resources. Inter data center traffic is 
classified as Inter domain traffic routing. Here focus is on 
the optimal path across any network or across any collection 
of networks. The points of interconnections between the 
networks need to be selected. The composite end to end path 
comprise steering in source domain, choice of source 
domain exit point, steering cross backbone network of that 
domain, choice of network interconnections, choice of 
destination domain entry points and steering in destination 
domain. ODN (On demand Next Hop) is the technology 
which is powered by the SR and PCE architecture. This 
technology is used to stich the path between different 
domains, while connecting multiple data centers. Each 
domain is controlled by a specific controller or the PCE. The 
PCE of each domain can talk to each other to get the global 
view of the complete network. Based on this global view, 
the next hop address can be programmed on the bordering 
routers to connect to the neighboring domains. A packet 
crossing various regions during its journey, it may use 
different technologies, may have different administrative 
controls. Considering different administrative control is 
particularly important because operator of one region may 
not be willing to share in- formation about their networks 
and may be reluctant to allow third party to control their 
network. Using the Suggested Cloud Mini Data center 
architecture we consider how to get packet from source to 
the destination,  
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we need to check the domain of the destination, the exit 
point from source domain, the entry point of the next 
domain towards destination, The path from next domain till 
the destination in the same way.  
The local controllers and the gateway controllers play an 
important role in the whole procedure. It can be 
accomplished with the coordination amongst them. When, 
MPLS technology is used the labels may be distributed 
within a single domain using SDN Controller. Source 
Routes within a domain may be expressed label stacks by 
the controller of that domain. As in the figure the local 
controllers are connected to gateway controller via backbone 
network and further gateway controllers are connected to 
other gateway networks via backbone networks of their 
domain. The controllers may cooperate and share the 
information of different degrees. The optimization of path 
globally can achieve using the central traffic engineering 
server. Central traffic engineering server carry complete the 
domain networks information, backbone networks and end 
to end topology. It is responsible having knowledge of path 
computations and for issuing the necessary commands. The 
controller gets traffic engineering and topology information 
through BGP-LS. The local controller provides topology 
information to respective gateway controller and gateway 
controller stores respective central traffic engineering server. 
The route from source to domain egress controller is left to 
the controller of source domain and the route from 
destination gateway controller to the destination is left to the 
controller of destination domain. Controller from each 
domain is responsible for finding the best path to next 
domain but does not have knowledge about the best exit 
point from local domain. To solve this we suggest a 
technique in which each network advertises connectivity 
across the network about adjacent networks to controllers 
instead of advertising full topology. This technique is 
suitable for end to end domain interconnect where backbone 
network is under different controls from domains this 
information may be provided by the gateway controllers of 
these domains. For non SDN domains the packet can be 
forwarded by forwarding router based on locally determined 
additional set of labels that define the path to next hop as in 
the traditional networks. In this case the source puts a stack 
of labels in the packet so that it can reach its destination. 
The Overall Communication servicing data services can be 
defined as follows: 
A packet originated from a source is first forwarded to local 
controller which pushes the segment header into the header 
as Controller carry complete topological information of its 
zonal local mini data center where data or compute services 
are located. The packet is then forwarded to the local mini 
data center with least latency from switches of that domain.  
In case the services of local mini data centers are 
unavailable, the controller forward the packet to mega data 
center of that region, which carry the replica of that service 
request or to nearby zone mini data center of carrying 
compute services keeping load balancing and latency in 
mind in case packet require compute services. 
When a request needs to be forwarded to domain outside a 
zone, global segments need to be added by the controller. 
The benefit of segment routing is that the switches need not 
to keep any rule for forwarding a packet. It just inspects the 

segment header of the packet and forwards it to next switch. 
The controller also needs not to push rule into switches for 
various paths. This minimizes Controller switch packet 
exchange and hence reduces the traffic. 

VI. CONCLUSION 

Localizing data traffic geographically will have a great 
impact on current growing traffic trends. It saves networks 
bandwidth (throughout the globe) and improves quality of 
service and a solution to latency problems. Providing Mini 
Data Centers in a Local Zone localize the traffic and hence 
solve traffic related issues like latency, bandwidth and 
availability. This will also eliminate requirements of 
mediators such as content delivery networks, which adds a 
further layer of complexity in the network and incapable of 
delivering dynamic content. Localizing traffic will bring 
trust in people towards cloud. This also solves all regulatory 
restrictions related problems since the Mini Data Centers 
carry data of local personnel where local laws can be 
applied. Providing segment routing in SDN domains will 
provide additional benefits like Increased Network 
Efficiency, Boosted network Performance, efficiency 
through automation, Assured reliability and network uptime, 
End to end Class of service assurance. Our future work will 
look forward for designing a routing algorithm for finding 
best route for controller-controller communication, 
controller-switch communication and communication 
between Mini and Mega Data centers. 
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